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Abstract: In this paper, a light-weight radio frequency fingerprinting identification (RFFID) 

scheme that combines with a two-layer model is proposed to realize authentications for a 

large number of resource-constrained terminals under the mobile edge computing (MEC) 

scenario without depending on encryption-based methods. In the first layer, signal collection, 

extraction of RF fingerprint features, dynamic feature database storage, and access 

authentication decision are carried out by the MEC devices. In the second layer, learning 

features, generating decision models, and implementing machine learning algorithms for 

recognition are performed by the remote cloud. By this means, the authentication rate can be 

improved by taking advantage of the machine-learning training methods and computing 

resource support of the cloud. The results shows that the novel method can achieve higher 

recognition rate when compare with traditional RFFID method by using wavelet feature 

effectively, which demonstrates the efficiency of our proposed method. 

 

Introduction: Earlier we have observe an innovative Internet-of-Things (IoT) paradigm, 

which includes mobile edge computing (MEC) with traditional IoT architecture which raises  

many security protection requirements. Later many researchers have focused on physical 

(PHY) layer information to enhance wireless security. Radio Frequency Fingerprint ID is very 

precious to physical layer security technology. In fact, Radio Frequency Fingerprint, which 

embody the hardware property of the wireless  transmitter  to  be  identified  and  have the 

characteristics difficult to be cloned, are a good candidate to be used to enhance device 

identification. Therefore, it is especially suitable for the source-constrained terminals of IoT 

to perform access identification. 

 

 
Figure 1. Mobile edge computing-Internet-of-Things (MEC-IoT) architecture 

As shown in Figure 1, the MEC-IoT architecture encompasses three different layers, 

the IoT devices, MEC, and the remote cloud platform. 
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Figure 2. Radio Frequency Fingerprinting Identification (RFFID) 

authentication method. 

As shown in Figure 2, the RFFID method consists of six steps: Signal collection, signal 

analysis and process, feature extraction and classification, fingerprint database, and 

identification. RFFID mainly includes two processes. The first one is offline to establish a 

fingerprint database for legitimate wireless devices by implementing, analyzing and 

processing the radiation signals after collecting the signals of legitimate devices. The 

second process is an online authentication process. The signals of the wireless devices to 

be identified are collected and the fingerprint features are extracted through signal analysis 

and processing. Then, matching and recognition are carried out in the existing legitimate 

fingerprint database. Tthis method consumes resources in offline samples learning due to a 

large number of samples training required to ensure the authentication effect. 

 

Proposed System: Our authentication scheme is light-weight to the IoT terminals. Here 

Radio Frequency Fingerprint based authentication that combines physical characteristics of 

wireless device radio frequency and machine learning algorithms under grouping the work of 

edge computing and cloud computing to achieve fast and efficient authentication.  

Here we use lightweight algorithm for resource-constrained terminals to accomplish 

access authentication with a satisfied authentication rate. The architecture of the proposed 

RFFID-MEC authentication consists of two layers: The first layer provides signal 

collection, signal analysis, and process, feature extraction and classification, and establish 

fingerprint feature database, which will be performed on the MEC layer. The second layer 

includes learning features, generating decision models, and implementing machine 

learning algorithms for recognition, which need the powerful computing support for much 

more complex and resource-consuming tasks, will be implemented on the remote cloud 

due to the limited computing resources of MEC. Figure 3 shows a detailed logical flow of 

this authentication process.  

The authentication process includes two processes that are an offline training process and 

an online decision-making process.  
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Figure 3. Detailed authentication process  

 

In the offline training authentication process, a terminal initiates an access request to 

the MEC platform. After that, the MEC platform collects the signal of the terminal with the 

identity information, and then performs feature extraction and establishes dynamic 

fingerprint feature database. The feature information is transmitted to the cloud computing 

platform. The cloud computing platform makes use of the machine learning algorithm to 

generate the authentication decision-making model, and transmits the resulted decision 

model that meets the target authentication rate back to the MEC platform. At this time, the 

offline training authentication process ends. In the online decision-making authentication 

process, a terminal initiates an access request to the MEC platform, and the MEC platform 

collects signals, extracts features, and performs fast identity authentication through the 

trained authentication model that was established from the previous step. 

The Radio Frequency Fingerprint - MEC algorithm is illustrated below. Steps 1–3, 5, 

6 are carried out by the first layer and Step 4 carried out by the second layer. 

Step 1: The MEC platform continuously acquires signals 

Step 2: Data preprocessing in MEC platform 

Step 3: The MEC platform generates training and testing data sets 

Step 4: The cloud platform generates a decision-making model 

Step 5: The MEC platform stores the decision-making model and data set in the   

             database.  

Step 6: The MEC platform implements access authentication to determine whether it is  

             legal. 

Step 7: The MEC platform continuously collects the RF signals of the IoT devices  

            with identity tags 

The MEC platform collects the signal and preprocesses the data, and then passes the 

processed data and the training data set in the database through the decision model to judge 

whether the terminal identity is legal. If it is the legal device, MEC platform consents the 

access request. If it is not legal, the MEC platform refuses to access the request.The main 

features of the RFFID-MEC architecture are lesser complexity and latency along with 

more authentication accuracy. 

Conclusion: Present paper has proposes a lightweight Radio Frequency Fingerprinting 
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Identification-MEC authentication method by taking advantage of attributes-based MEC, 

cloud, and non-encryption Radio Frequency Fingerprinting Identification for IoT terminals. 

The presented two-layer model is extremely suitable for the MEC-based IoT paradigms. 

Compared with the traditional RFFID security access authentication, our light-weight 

Radio Frequency Fingerprinting Identification -MEC authentication method has achieved 

higher authentication accuracy and improved the work efficiency of IoT terminals, in 

which all the computing burdens are taken by the edge devices and the cloud. 
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