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Abstract: 

Gone are the days everything used to be manual, which without a doubt devoured a great deal of 

endeavours and time. Furthermore, the exactness of the information and control was the key bit of 

freedomto many. Control anyway can be construed to the advanced occasions too except if and until you 

have sound information and grasp over the cutting-edge innovation and its suggestions. The motivation 

behind why many do fail in verifying their assets and character is a result of absence of information 

towards the potential use of the assets they have. In the cutting-edge time where everything is caught by 

the advanced media, so are the advanced experts in the fields of bookkeeping too. In the above setting, the 

most widely recognized experts or rather state the people who are focused on are the ones who are 

holding presumed statuses in the general public where in the basic man puts their confidence on their 

reports and their verbal interactions. To give some examples these people or state the super people are 

Chartered Accountants, MBA's in the field of Accounting, Corporate Secretaries and the Certified 

Professional Accountants. To the extent GST is worried, regarding control of the information as it 

exclusively relies upon the individual and their internal expert morals.The sole explanation of digitization 

being vital to singular achievement exists in the believability and the inward lesson of the expert morals. 

centring upon computerized evaluating and detailing as far as GST completely has its base on the 

information on PCs and the different applications bolstered subsequently. 

Introduction: 

The word audit derived from the Latin word Audire literal meaning to hear, has never been so exiting for 

the individuals who have been working day in and day out for their organization and individual growth. 

The idea of digital auditing commenced in the early 1960’s & as the time passed, there have been 

numerous changes in the field of Auditing & Reporting till date. In the present era where every individual 

or rather say professional is surrounded by technology, its been quite easy to accomplish the audits before 

the expected time. The super humans apart from common individuals who carry out their routine 

business, who have been massively profited by the innovation are the Chartered Accountants, MBA's in 

the field of Accounting, Corporate Secretaries and the Certified Professional Accountants around the 

world, who are quite multitasking in their respective fields and are consistently on the edge of their seats 

in this merciless focused world, where each individual has their eyes on either the year end reports 

distributed by different entrenched associations so as to improve their financial soundness among its 

customers like speculators purchasers, venders and the overall population on the loose. The period of 

digitization isn't just disentangled as for general reviews alone, yet additionally has supported up the 

speed of creating audit reports with just one click away. In nut shell it can be stated that the base of 

digitization irrespective of how advanced it gets, it all depends upon the individual professional, or a 

business man who do work round the clock to upgrade themselves for the betterment of the society at 

large and for an individual as a whole. 
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COMPONENTS OF DIGITAL AUDITING: 

As digital communication continues to explode more organizations are recognizing its importance within 

the marketing mix. In order to develop strategy and allocate resources business leaders need to understand 

the effectiveness of their existing digital initiatives. A great way to do this is to conduct a digital audit – a 

study of your brand’s digital presence (on its own and in relation to your competitor set) across six key 

areas: Reach, Architecture, Content, Conversion, Integration and Measurement. Which can be briefly 

explained as below. 

Reach – Organic and paid exposure across digital channels: 

 Use tools like Rank Checker to measure how well you rank (organically) on branded and 

category/industry keywords and phrases across major search engines 

 Do you have an email marketing program in place? What are your open rates, click rates, etc.? 

 Do you have a presence on social media channels relevant to your organization? Measure 

potential reach via likes, followers, subscribers, channel views, video/image views, etc. More 

importantly, measure % effective reach per channel by adding engagement activities such as likes 

+ comments + shares and dividing by potential audience size. 

 Are you running pay per click advertising campaigns, display advertising campaigns or mobile 

ads? Measure impressions and click through rates per ad channel 

Architecture – Channel design, structure and functionality 

 Assess website usability. How are graphic elements used? How effectively is information 

presented and consumed? Test things like loads times, link integrity, navigation, etc. 

 How well are your social media channels set up? Are profiles, descriptions, tags, links, etc. 

optimized? 

 

Content – Process and assets 

 Do you have a content strategy in place? Do you have content creation workflows in place? Is 

there a mechanism to measure what’s working and what isn’t? 

 How strong are your content assets? What formats are you using? Text? Video? Photos? Audio? 

Applications? 

 

Conversion – Activation of visitors 

 Are your digital channels designed with a conversion funnel in mind? 

 Do you have any forms on your website, Facebook, blog, etc? What is your rate of form fills per 

visitor? What is your form abandonment rate? 

 Do you have clear calls to action on your web pages, Facebook pages, blog, etc? 

 

Integration – Connection of all online and offline touch points 

http://tools.seobook.com/firefox/rank-checker/
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 Are social media channels accessible from your website? 

 Are you cross linking from one social media channel to another? Are you linking back to your 

website from social media channels? 

 Do your offline activities connect back to digital channels i.e. print ads, trade shows, etc. 

 

Measurement – Digital objectives, metrics and performance 

 Do you have objectives in place for awareness, influence, engagement and action? 

 What metrics are you using to gauge performance? 

 Do you have reporting protocols in place? What is the frequency of measurement and reporting? 

Are there feedback loops in place? Are reports analysed and acted upon? 

 

Internal Audits Opportunity with The Rise of Intelligent Automation: 

 

Intelligent automation, also known as digital labour,was once an intriguing but far-fetched idea, but it has 
now become almost a given in many organizations. Today, practically all business areas are putting 
resources into trend setting innovations, for example, huge information, prescient examination, process 
mechanical autonomy, psychological frameworks, regular language handling, AI, and man-made 
consciousness to computerize information work. Robotization isn't new, however various components are 
uniting to drive fast appropriation of savvy computerization. Initially, the expense of the innovation is 
getting progressively moderate, even as it turns out to be all the more dominant and progressed. Second, 
organizations now have the abilityto more efficiently integrateintelligent automation applications within 
existing processes and technology infrastructures, increasing the speed of deployment for these types of 
solutions.The new forms of disruptive technologies under the intelligent automation umbrella come in all 
shapes and sizes, but together they offer an incredibly efficient platform from which to automate tasks 
and scale expertise—largely independent of labor growth. Intelligent automation is taking hold in front-, 
middle-, and back-office processes in a wide array of business units, with most organizations in the 
exploration and pilot phases and leaders moving to scaled implementation. 
 

The present clever computerization advancements have the transformational potential to expand the 

speed, operational productivity, cost-adequacy, control, and precision of everyday business exercises, and 

to engage gifted human experts to create progressively significant experiences, empowering more astute 

choices all the more rapidly. 

 

Understanding Intelligent Automation-Internal Auditors Perspective: 

 

Forinternalauditleaderstohelptheorganizationthrough the risk considerations associated with 
intelligent automation, they first need a firm handle of precisely what wise mechanization is 
and how it is being utilized to improve the association's business forms. Savvy 
computerization use information and investigation, mechanical, psychological, and man-made 
consciousness to mechanize both routine business process exercises just as mind boggling 
information work.Intelligent automation has the capacity to augment human capabilities to an 
incalculable degree, enabling both entire enterprises and individual functions to transform how 
business gets done. 
 

Robotic Process Automation Cognitive automation(CA) 
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Internal Audits role in Intelligent Automation: 

 

In a business situation that is changing at a quicker rate than any time in recent memory, inside 

examiners assume an inexorably significant job. With the huge vulnerabilities exhibited by an 

invasion of problematic powers, the inward review work must keep pace to enable the association to 

comprehend and deal with the related dangers, accomplish anticipated outcomes from 

computerization, and keep on improving to include esteem. 

Key opportunities for internal audit within intelligent automation initiatives include the following: 

 Internal audit canhelp to integrategovernance,risk,andcontrols considerations throughout the 
automation program life cycle as an organization establishes and implements itsprogram. 

 Internal audit can help the organization identify opportunities toembedautomation-
enabledcontrolactivitieswithinthe impactedbusinessprocessesandfunctions. 

 Finally, the internal audit organization can capitalize on intelligent automation innovations to 
increase the efficiency and effectivenessofitsownactivities. 

 

Internal audit considerations for intelligent automation across the three lines of defense: 

 

1. First Line of Defense: The Business Owners 

As the association sets out on shrewd computerization activities inside its business procedures and 

capacities, interior review should go about as a key "robotization consultant," with an essential 

spotlight on surveying the effect of mechanization activities on frameworks and controls to address 

the association's changing danger profile. Likewise, inside review should help recognize chances to 

insert mechanization empowered control exercises into astute robotization activities. Consider, for 

instance, how interior review can help the fund and bookkeeping capacity in utilizing insightful 

mechanization to all the more successfully agree to money related announcing gauges (e.g., SOX, 

SOC 1, SOC 2, ISO, HIPAA, and so forth.) while as yet accomplishing danger and control 

necessities. When these tasks shift from manual to automated, it will allow the organization to: 

 Improve consistency and quality in the application of policies, procedures and controls 

 Improve efficiency of manual activities, resulting in cost savings from reduced errors and 
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cycle time 

 Improve morale and reduce costs by managing labour capacity constraints 

 Reduce the total cost of compliance 

 Enable faster decisions. 

 

2. Second line of defense – Standard setters 

For the second line of protection, internal audit should help recognize chances to use wise 

robotization inside checking controls, administrative consistence, administrative arrangements, and 

revealing exercises.  

Internal Audit ought to likewise enable the second to line of barrier to set up proper techniques and 

benchmarks to address the administration, hazard, and control contemplations related with a wise 

mechanization program. In spite of the fact that utilizing existing framework execution 

administration is a decent establishment, the exceptional chances and dangers identified with shrewd 

robotization will drive advancement in administration.Finally, internal audit should help identify the 

risks associated with intelligent automation initiatives to help the organization implement 

appropriate standards for risk mitigation. Key risk areas for consideration include: 

 Authentication of bots 

 Change management 

 Program and bot monitoring 

 Overall risk and governance. 

 

3. Third line of defense – Assurance Providers 
 

Seizing automation opportunities can also help internal audit reduce its costs, improve outcome 

quality, and drive additional value within the internal audit organization. 

While intelligent automation opportunities within internal audit activities may be limited by either 

the maturity of the organization’s processes, systems, and controls or the quality and availability of 

data, numerous potential use cases exist. In evaluating where internal audit can benefit from shifting 

to an intelligent automation model, internal audit should consider all phases of the internal 

audit process: risk assessment, planning, scoping, testing, reporting, remediation assessment and 

monitoring, and audit management and administration. 

By utilizing intelligent automation, the internal audit team has the ability to “do more with the 

same,” including: 

 Improve quality and consistency of internal audit processes 

 Improve efficiency of planning, testing, and reporting activities, creating more time for 

critical thinking activities 

 Increase coverage and frequency of testing across the audit universe 

 Expand the audit scope for individual audits 

 Move from limited sample testing to full population testing 

Manage labour capacity and geolocation constraints. 

 

New Risks in From New Technology: 

Associations that send insightful robotization—as most will, at some point or another—need to think 

about inquiries regarding administration and hazard, starting with possession. The business, IT 

offices, focuses of greatness, and merchants all have a stakein intelligent automationprograms. 
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Plan 

2 

Build 

3 

Run Monitor 

Subsequently, programs need to set up brought together oversight of key execution pointers (KPIs), 

key hazard markers (KRIs), and hazard relief and hazard acknowledgment forms. This oversight 

helps structure the system for creating and overseeing bots1—the PC programs that are at the core of 

insightful computerization—in a way that supports the program's technique while keeping up 

consistency and security. 

Most organizations know how to assess their employees’ competencies to gain confidence in their 

performance.But do they know how to build and assess the competencies of bots, particularly those 

that use artificial intelligence for more complex tasks? Controls are needed to validate that bots 

continue to perform as intended 

and are maintaining the completeness, accuracy, and integrity of data. To be effective, these controls 

need to be considered and consistently applied throughout the automation program life cycle (see 

Figure below). 

 

 

 

 

 

 

 

 

Consulting and Assurance Services: Internal Audit’s Dual Roles 

With the right skills and resources, internal audit can help identify new risks, integrate and improve 

governance, and assess controls related to intelligent automation. Internal audit can take a two-

pronged approach to working with the organization by providing both consulting and assurance 

services, depending on the needs of the organization at the given time. 

Consulting services provide “advisory and related client service activities, the nature and scope of 

which are agreed with the client, are intended to add value and improve an organization’s 

governance, risk management, and control processes without the internal auditor assuming 

management responsibility. Examples include counsel, advice, facilitation, and training.”2   The 

“client” for consulting services can be any key stakeholder, such as the business owner, process 

owner, control owner, etc. 

Assurance services provide “an objective examination of evidence for the purpose of providing an 

independent assessment on governance, risk management, and control processes for the 

organization. Examples may include financial, performance, compliance, system security, and due 

diligence engagements.”3 

 

Adding value at every stage 

4 
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To better understand internal audit’s opportunities to help the organization throughout its intelligent 

automation program, we will look at examples of where internal audit can add value through consulting 

or assurance services during each stage: plan, build, run, and monitor. 

1. Plan 

Whether the organization is getting ready to deploy an intelligent automation program or is embarking on a specific 

use case, the risk profile and related risk appetite should be assessed for each. In the planning stage, 

the organization should understand the organizational, functional, industry, regulatory, and compliance 

requirements that will inform the governance program. 

 

 

 

 

 

 

2. Build 

As work begins on delivering intelligent automation solutions, the organization should launch a governance 

framework early in the solution development life cycle (SDLC) to enable consistent, effective risk management. 

This framework should integrate controls, policies, procedures, training, toolkits, templates, and accelerators to 

support the build. As bots are developed, controls should be in place regarding coding practices, secured 

authentication, data access, and interactions with other applications, to name just a few considerations. This stage 

should commence with thorough user acceptance testing of the bot performance. 

Consulting services example reviews 

 Business and technical user engagement 

 Delivery quality and budget management 

 Lessons learned (technical and functional) 

and implemented 

 Risk identification and control design 

Assurance services example assessments 

 Application of the SDLC methodology 

 Bot development, testing, and acceptance 

procedures 

 Control design and operating effectiveness, 

including system configurations, identity 

access management, etc. 

 Real-time system implementation 
 

3. Run 

As the organization begins to implement intelligent automation within its business activities, controls 

should be embedded into the day-to-day operations to monitor performance and effectiveness. These 

Consulting services example reviews 

 Business case for change and bot usecase 

 Strategy and roadmap 

 Solution platform(s) and target 
architecture, including alignment with 
existingsystems 

 Vendor selection andpricing 

Assurance services example assessments 

 Adoption of policies andprocedures 

 Process and technologystandards 

 Vendor performance andbilling 
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controls should identify, evaluate, mitigate, and, when appropriate, accept risks. To avoid common 

errors of the digital age, such as ineffective logging, monitoring, and analytics capabilities, 

organizations should establish automated tools to identify and resolve errors and analyze trends. New 

continuity risks may also arise, as system outages, for example, could find bot-dependent organizations 

without the human resources and skills to maintain critical functions manually. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4. Monitor 

 

With an intelligent automation program up and running, the organization and internal audit should seek 

to continuously improve performance and manage known and emerging risks. Activities include 

monitoring KRIs; conducting periodic audits; championing better practices in governance, risk 

management, and controls; and collaboratively identifying opportunities for improvement. 

Ideally, internal audit will contribute to the intelligent automation program life cycle from the start. 

However, even if internal audit enters when the program is already up and running, it can help align risk 

management 

and controls with the organization’s risk appetite, maintain that risk position, achieve compliance, and 

identify improvements. 

 
 

 

 

 

 

 

 

 

Consulting services example reviews 

 Transition of intelligent automation 
use cases intooperations 

 Definition and embedding of KRIs 

andcontrols 

 Design of performance modeling 

andmonitoring 

Assurance services example assessments 

 Operational performance andquality 

 KRI effectiveness andreporting 

 Realization of benefits andsustainability 

 Control design and operatingeffectiveness 
 

Consulting services example reviews 

 Intake management of current and future 

usecases 

 Stakeholderengagement 

 Risk appetiteevaluation 

Assurance services example assessments 

 Real-timeauditing/monitoring 

 Managementofandsensitivitytoriskappetite 

 Effectiveness of the continuous 

improvementprocess 

 Emerging risk identification and 

controldesign 
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Conclusion: 

As the maxim goes, each coin has different sides, the heads or the tails, everything relies on your own karma and 

fortune, regardless of whether you win or lose in this relentless business aggressive world. On the off chance that 

precise estimations are gone for broke in advance, numerous targets can be accomplished effortlessly. The well-

suited answer for every one of the issues in this digitized evaluating time is to utilize veritable programming and 

applications and to pursue legitimate conventions for a similar which thusly would enable the association to 

develop at a consistent pace with no breakdown in its very own notoriety. It's in every case better to have a 

reinforcement of all that you do as its never known how and when the precautionary measures or the preventive 

measures would spare you and your association from the prying eyes. 


