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Abstract: Wireless networks are highly imposed to threats rather than wired
networks. There is always a possibility of attacks likesession hijacking, Man in the
middle and so on. Honeypots are normally used to perform session highjack attack. In
this attack, real users are attracted towards vulnerable access points and there is
highjacked. In our work, a new approach is proposed based on sensor nodes to detect
unreal access point which are applied in the network; these nodes have the
responsibility of sensing the requests and response messages which are exchanged
between APs and legitimate user. The ID of real access point is sensed and if it exists in
the database, then network operation continues else sensor node generates alert.
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I.  INTRODUCTION

Wireless technologies these days enable all the devices to communicate with each other
without the help of any physical medium like cabling. Due to their added flexibility and other
characteristics like portability, scalability, improved bandwidth and low cost, there has been a
tremendous increase in the deployment of WLANS. [1]. There are many advantages of these:
Wireless system setup is troublefree and fast and there is less burden of wiring and cabling
through floors and ceilings.It provides extensibility where wired ones can’t reach. They offer
more flexibility and reliability and adapt easily to changes.
WLAN:Ss can be further classified into two main types.

Infrastructure Networks: In these type of networks, communication normally occurs
between APs and the wireless nodes, but not directly. Static base stations are there and when
the node goes beyond of the range of this base station; it enters in another one’s
range[2][3]. Infrastructure-based network consist of Cellular networks.[10]\
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Figurel: Infrastructure Network[4]

Infrastructure less Networks: There is no need of any infrastructure for Ad-hoc wireless
networks. Direct communication takes place between nodes so there is no requirement of
access point controlling medium . There are no stationary routersand network’s all nodes
act as routers which means all nodes can move here and there and in an arbitrary manner,
they can be connected. In the below figure, outer parts’s nodesare out of each other’s range.
The node in the middle works as router and an ad hoc network has been formed by all
nodes[10]

Figure2: An Infrastructure less Network[4]

Ad-hoc networks: Ad hoc networks are very flexible and they are not dependent on any
pre-established infrastructure, which means they can be deployed anywhere and on any
infrastructure. They are very useful in places with non-existing or damaged communication
infrastructure and disaster recovery areas[10]. Main thing is Routing protocols which are
used to forward the packets from one node to another. In mobile ad hoc network
(MANET),devices cooperatively communicate with each other without any already
established infrastructures like centralized access point. [9]
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Il.  LITERATURE REVIEW

Security Concerns: Access Points have weaknesses and are easily captured by design
mistakes and user interfaces like weak passwords[25]. Various attacks are possible due to
these weaknesses.

Beacon Spoofing Attack:APs send notifications at regular intervals called as Beacons for
synchronization [3]. Beacon frames are not protected and may be spoofed and masqueraded
by the attacker. Figure below shows that the network can be flooded by the attacks froma
large number of fake beacons along with legitimate beacons which leads to network
congestion and performance deterioration [3]. The attack begins after spoofing the identity of
legitimate AP. Then the attacker creates the virtual AP referred to as fake AP with same
credentials as the original one. Then the interface of that soft AP comes into operation and
starts producing large number of beacons along with the normal constant rate of the
legitimate AP. This will flood the network and the client would be disconnected from the
legitimate AP and then when it re associates it will be connected to the Fake AP[4][6]

- R

Legitimate AP Fake AP

legitimate beacons Fake beacons

Figure3: Beacon Flood Attack

Sniffing: To monitor the health of a network, sniffing is used which helps in scanning for
open access points which permits anyone to establish a connection and capture the
passwords. Thus may serve as the way for detection of wireless threats but along with it this
information gathering if done by the attacker is the cause of launch of a wide variety of
attacks.Wireless networks are easier to sniff than wired ones.[5]

Wireless Spoofing: Wired and wireless networks both have well known techniques such
as spoofing. An attacker can create frames by filling selected fields in them that has
theaddress and id which imitates legitimate but actually it does not exist. [6]

Session Hijacking: A man-in-the-middle attack and favourite one for attackers. In this,

authenticated user having valid session with the server is taken over by the attacker. An
already authenticated user connected to a web server with valid session is taken over by
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attacker by hijacking the session and makes the connection pretending to be legitimate. This
has been very advantageous for attackers because they don’t waste much time to crack a
password and no need of dictionary attacks.[7][8]

1. PROPOSED METHODOLOGY

Two categories of attacks are there one are active and other are passive. And one of the
active attack is called session hijacking which uses a technique called honey pot for attacks.
The unreal access point becomes a honey pot. When any person connects to unreal AP,
session hijacking attack can occur. If the fake APs are detected there is possibility to isolate
session hijacking attack. In this work, novel technique is proposed to detect fake access point.
First of all set up the network with wireless nodes, access points (AP). AP broadcast the
beacon signals to show its presence to wireless nodes. A wireless node who wants to connect
to AP, node make a probe request to AP, AP give reply back with probe response. There is
possibility that attacker place fake AP in the network. Fake AP also broadcast the beacons
signals, those wireless devices receive these signal they wants to attach this fake AP. Now a
user is connected to the fake AP and the session between end user and server is hijacked. To
overcome from this attack, a new methodology has been proposed in which network contains
sensor nodes.These sensor nodes read all the com in the form of requests and replys.
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Figure4: Proposed Flowchart
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IV.  CONCLUSION

In this paper, we conclude that in wireless networks various typeof attacks are possible.
The most common type of attacks which are possible is Man-in-Middle attack, Denial-of-
service attack, Session Hijacking attack, Identity Spoofing attack. The session-hijacking
attack can be easily implemented with honeypot. In this paper, through fake AP, session
hijacking attacks is performed. The fake access point acts like honeypot. The fake access
point is started by the legitimate users; no encryption technique is applied on access point so
that maximum legitimate users can connect to fake access point. When any legitimate user
connects to fake AP, its session will be hijacked by the other user who started the fake access
point. To detect fake access point, novel technique is been proposed in this paper. The
proposed technique is based on the sensor nodes. The sensor nodes are deployed in the
network. In sensor node database identity information of the legitimate access points are
stored. When any user try to connect with any access point, probe request and probe response
message are sniffed by the sensor node. Sensor node verifies the properties of AP which is in
sensed message, if it is successfully verified, normal operations on the network continues
otherwise alert message is generated for the user which is connected to fake AP.

V. FUTURE SCOPE

The technique which is proposed in this paper for the detection of fake AP works well in
all cases. The identity spoofing attack is possible in the proposed technique. Let suppose that
if the fake access point spoofs the identity of legitimate access point, this technique fails. The
second problem arise in novel approach is that, attacker can trigger security attack against the
sensor nodes. To prevent identity spoofing attack many techniques have been studied. These
techniques are like Access control list, Original identity hiding, MAC filtering and one way
hash function. Every technique which is been discussed have certain disadvantages, like for
implementing MAC filtering central controller is required , no central controller is present in
our proposed technique. All the techniques which is been discussed for preventing identity
spoofing will not be applied in our proposed technique. The efficient techniques are required
for the proposed technique to prevent identity spoofing attack and attacks on sensor nodes.
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