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ABSTRACT 
This paper describes about a working home 

security system using RFID’s and 

Fingerprintsensors. Although many systems 

have been deployed to make homes more 

secure RFID’s and Fingerprint Automation 

can enhance security.This Home security 

system uses basic idea of social engineering 

techniques, user will have access control if 

he/she has an Authorized RFID tag and 

his/her fingerprint but for an unauthorized 

user he/she will have restricted access 

control. 

 

Statistics say that the chance of intruder 

finding his way into your home is surprising. 

The United States leads in the world where 

maximum number of occurrence of 

burglaries take place, around four burglaries 

occur every minute; that’s 1 burglary in 

every 15 seconds. 
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I. INTRODUCTION 

 

Home Security System uses Arduino 

microcontroller as its main core processing 

unit. It is combination of RFID’S And 

Fingerprint sensors for authenticating and 

de-authenticating.The family members will 

be provided with RFІD tags and the 

fingerprints will be validated for security 

purpose based  

 

 

on that accesswill be granted and the door 

lock will be automatically open. If the user’s  

fingerprint is not validbut trying to 

unlockthe door then the person’s image will 

be captured and sent to the owner as well as 

a message is integrated through an android 

application which will also be sent to owner 

along with captured image. 

 

Working of RFID 

 

RFID is a set of technologies used for 

AIDC (Automatic Identification and Data 

Capture).Itidentifiesobjects automatically, 
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then collect as well as record data directly 

in computer systems with very less human 

intervention.RFID implementation use 

radio waves to achieve the target. Basic 

level, RFID’s consist of three 

components: 

1. RFID tag or smart label 

2. RFID reader 

3. Antenna  

 

RFID tags are a coordinated circuit and 

the radio wire is utilized to transmit 

information to the RFID reader is 

otherwise called interrogator. The reader 

converts radio waves to progressively 

usable type of data. Information gathered 

from tags is moved through 

correspondences interface to a host 

framework, where the information can be 

put away in a database and one can 

dissected it later. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Working of fingerprint scanner 

 

The Fingerprint Sсаnnеr (FPS) has a back 

led light that can be on or off, which is able 

to match fingerprint. It also has its own 

database to store the scanned fingerprints 

inwith respect to а givenID. The steps to 

configure FPS are as follows: 

 

1. It will testthe FРS соnnесtіоn to makethe 

bасklіght blink 

2. Then it will store scanned 

fingerprintsdatabase. 

3. Then it try to compare the 

fingerprintswithstoreddata. 

 

Working of fingerprint sensor 

 

The capacitive fingerprint scanners create a 

picture of the edges and valleys that make 

up a unique finger impression like optical 

scanners. The capacitors use electrical 

current instead of sensing the print using 

light.Due to lack of awareness of how to use 

sensor products among the customers over 

the years many products have been launched 

but they are unused. 

 

 

 

 

 

 

 

 

 

 

 

 

 Fig 1. RFID interface 
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II. LITERATURE SURVEY ON 

EARLIER WORKS 

 

 Pooja Dahiya et al in their paper they 

have given the review onsecurity 

frameworks collected with 

microcontrollers. They considered 

microcontroller on the grounds that it is 

moderate by the ordinary clients. It is 

likewise solid as far as application with 

no disappointment. A dominant part of 

clients need more assets to pay for 

establishment of security framework. 

The created Home Alert System in their 

paper is moderate just as simple to 

introduce [1]. 

 

 Safa.H et al in the given papertheyhave 

discussed aboutIoT which is physical 

system of things or articles concerning 

gadgets, vehicles, structures and other 

thing, they are inserted with hardware, 

sensors, programming software and 

system connectivity which empowers the 

items or things to gather just as trade 

information. In their work they propose 

the security framework utilizing IOT, 

which secure the house, bank and so 

forth from robbery[2].  

 

 M.P.Manjunath et. al.actualized NFC 

storage frameworks which uses close to 

handle correspondence. In the proposed 

work a portable device with NFC tag 

and unique fingerprint sensors are 

utilized which produces advanced pass 

code for growing continuous secret word 

in real time[3].  

 

 Crystalynne D. et. al. created storage 

opening and shutting framework with 

GSM, RFID, secret word and 

Fingerprint[4].  

 

 RaghuRam.Gangi et. al. implemented 

biometric locker based on 

microcontroller with SMSsystem [5].  

 

 Vinod Choudhary et al in their paper 

they discussed technology beginning 

from handheld gadgets to PCs to smart 

machines, where the world is digitized. 

For better future a brilliant home would 

be the subsequent stage. The created 

framework proficiently controls the 

lights and machines, to limit the power 

utilization. The framework utilizes the 

web to control the house apparatuses and 

lights [6].  

 

 Bhaskar KamalBaishya,proposed an 

Fig 2. Fingerprint sensor 
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android application to give security at 

two unquestionable circumstances. In 

this module it has been offered security 

to Women in Emergency similarly as 

SOS (Save Our Souls) application to 

give the security on a singular snap[7]. 

 

III. PROBLEM DESCRIPTION 

 

Security is a major issue that must be 

addressed from the both technical and 

business process point of view, to ensure 

extensive ubiquity of Biotechnology which 

uses RFІD and fingerprint sensor. 

Thenormal public must реrсеіvе 

bіоtесhnоlоgy assafestand secure way to 

improve legitimate concerns about personal 

privacy. New security measures must 

firmness, effectiveness with cost and 

complexity implications.  

 

The systems which have already been 

developed and launched in the market at 

present use a lot of resources which are 

usually wasted when the consumer doesn’t 

understand the product properly. This 

wastage of resources and money can damage 

the reputation of the product. So, in future 

we should try to overcome such crucial 

problems and create a system which can 

work for reducing the wastage of resources 

and money. 

 

IV. BASIC WORKING 

 

This Home security model will do all the 
work for the users if an intruder ever tries to 
break in.Home Security System gives the 
full access control to the user with the valid 
authorized RFID tag and a valid Fingerprint. 
It detects break in using pyro electric 
infrared motion sensor. This detector 
module will activate radio frequency signal 
which will be done by using a 433 MHz 

transmitter upon receiving this signal by the 
433 MHz RF wireless receiver module. This 
receiver module will in turn invoke Arduino 
GSM Shield module along with an OV 7670 
640*480 VGA CMOS camera image sensor 
module. These two functionalities will take 
an image and send a text to a portable device 
at home. 
 
The Аrduіnо GSM shіеld соnnесts Аrduіnо 
to the web utilizing the GPRS remote 
system. Client simply need to plug the 
module with Arduino board in а SІM card 
from an administrator offering GPRS 
inclusion and pursue scarcely any 
straightforward strides to begin controlling 
the module through web.Then Аrduіnо 
GSM shіеld аllоws an Аrduіnо bоаrd to 
соnnесt with the internet, and send the 
message to user., After receiving alter 
message user can also make voice 
callusingthe GSM library to emergency 
number. 
 
The design of the hardware parts and their 
connection in the system is made with the 
help of their pin configurations. Integration 
of the complete system is on Arduino IDE. 
In this model sрlаsh sсrееn раgе is used to 
display the image in the transition. This 
portable device will have an Android 
program that will combine both the text and 
the image and the integrated data will be 
sent to house owner and all the necessary 
emergency contacts he or she will feed in 
the device. Flow chart of Home Security 
System is as follows: 
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V. CONCLUSION 

 

An efficient Home Security System using 

RFID’S, fingerprint sensors, Arduino GSM 

Shield module and OV 7670 640*480 VGA 

CMOS camera image sensor module along 

with text and image-based security system 

with best future scope results will be 

developed 

 

VI. FUTURE SCOPE 

 

Home security system is easy to use and 
well evaluated since all new updates of 
firmware and hardware will be used to 
create it.In this one may use voice command 
to convey message about the 
unforeseenhappenings inside house. The 
door locking system which is implemented 
using fingerprints can also be implemented 
using face detection. 
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