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Abstract- Cloud computing becomes need of the hour since it provides resources and allow users to
store data beyond the capacity of their machines. In case machines are out of capacity, flow control is
required to save from data loss. To overcome this problem, data migration to cloud comes to rescue.
Performing data migration to cloud can be a daunting task, on the same time it facilitates the IT
industry to improve in terms of infrastructure and architecture. The most common driver causing
migration of data centre to cloud include: Capital expenditure reduction, reduced costing process,
improving scalability and flexibility and improving security of stored data over the cloud. Strategies
for data migration are researched over and this paper includes those techniques for evaluating and
concluding best possible strategies along with future enhancements.
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1. INTRODUCTION

Cloud computing provides extensive resources for application that needs them on pay-per-use basis
[1]. It is a paradigm for information technology. Cloud provides the services in which resources are
extracted from internet using web based tools and direct connection for which the server is not desired
[2]. Dedicated resources such as hard drive are not required. It is possible to keep files at remote
server using the application of cloud computing. As long as connection with the internet is present,
users have access to data and software stored over the cloud. Cloud computing provides mobile access
to resources since access to resources is not location dependent [3]. Cloud computing in its essence,
take the crunching load from the device you carry around and transfer over the cluster of computers
known as cyberspace. Internet is heart and soul of distributed computing supported through cloud
computing [4]. With internet access, resources can be accessed from any location remotely. Before
discussing data migration techniques that are required for migrating data to cloud, services provided
by cloud must beelaborated.

A. SERVICES PROVIDED BYCLOUD

Services provided by cloud are the prime reason for its heavy utilization in modern era [5]. SaaS, PaaS
and laaS are the services provided by cloud for providing better and flexible services to the users.
These services are described asfollows:
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1. Software as a Service(SaaS)
This model provides complete application to the user on demand [6]. It can handle multiple
users at a time, but in background, only single application of the service is executed. The
single application facilitate the users, they need not to go for any advance payment. Various
service provider like Google, SalesForce, Microsoft, etc. provides SaaS facility.

2. Platform as a Service(PaaS)
This model provides environment as a service to user for constructing its own application that

run on service provider base [7]. It also provides predefined application server combined with
OS to user. Google’s App Engine, Force.com, etc. is providing a platform to users.

3. Infrastructure as a Services(laaS)
This model provides services to fundamental storage and computing capability [8]. In order to
manage workload, the shared resources are utilized among various users. To use the services,
the user has to install his own software over the infrastructure. Amazon and GoGrid are some
examples of laaS.

In addition to services, there exists additional advantages associated with cloud which are discussed as
follows:

B. CLOUD COMPUTINGADVANTAGES

Because of extraordinary merits over existing methodologies, use of cloud in present era is enhancing
by leaps and bounds [9]. The advantages provided using cloud is listed as under:

e Cloud computing provides service known as SaaS, using which any software can be executed
on any machine without requiring specific hardware orsoftware.

e Cloud computing achieves cost effectiveness by allowing the user to access resources on the
basis ofpay-per-use.

e Mobility is offered in cloud computing using which resources can be accessed from any
location using the application ofinternet.

e Cloud saves space since storage is not on local system, rather data is stored over the remote
server.

However, in addition to advantages, there exists some disadvantages associated with cloud computing
which are discussed as follows:

C. DISADVANTAGES OF CLOUDCOMPUTING
With all the advantages including speed, efficiency etc., there comes a risk [10]. These risks includes:

e Security is an important issue while migrating data intocloud.

¢ Migrating data into the cloud and using it requires application of internet. In case internet is
down all the services rendered unusable.

e Encryption protects data but if encryption key used in cloud is lost, then datadisappears.

¢ Sufficient amount of training is required for employees in order to use thecloud.

D. DATA MIGRATION

From various perspectives, information movement to a distributed computing condition is an action in
hazard organization. Both emotional and quantitative segments apply in an assessment. The dangers must
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be purposely balanced against the open ensures and anticipated points of interest, with the understanding
that duty regarding security remains with the affiliation. Too much various controls can be wasteful and
unable, if the points of interest surpass the costs and related dangers. A fitting congruity between the nature
of controls and the relative hazard related with explicit ventures and errands must be ensured. Information
security is another imperative research subject in distributed computing. Since pro associations consistently
don't move toward the physical security course of action of information centers, they ought to rely upon the
structure provider to achieve full information security. In any event, for a virtual private cloud, the pro
association can simply demonstrate the security setting remotely, without knowing whether it is totally
completed. The foundation provider, in this particular situation, must achieve the going with goals:

(1) Mystery, for secure information access and trade, and

(2) Auditability, for demonstrating the veracity of whether security setting of uses has been changed or not.
Arrangement is regularly cultivated by using cryptographic shows, however auditability can be practiced
by using remote approval systems.

E. NEED FOR SECURING DATA MIGRATION PROCESS

Data Migration in cloud is one of much chatted point, in which administrators go up against remarkable
concerns at the period of information movement from an association's server to a different server that is
elsewhere structured in the form of cloud. The burdens that are stood up to must bring into the light. As
cloud goes about as an interface through which affiliations can get to the information in a virtual space.
In this manner, smooth working of it depends basically on how particularly prepared and instructed
cloud providers are here.

Likewise, if information movement isn't done fittingly and intentionally, it can often cause rise in
theproblemsrelating to information and security in cloud of associations benefits that in a general sense
contain information. Utilizing cloud providers having comprehensive association regarding the field
with ample data and scopes of capacities winds up essential for managing cloud even more enough and
adequately.

F. LIVE VIRTUAL MACHINE

Live migration is a method that moves the whole operating system and the related application starting
with one physical machine then onto the next. The machines that are virtually relocated active
without upsetting the application running on it. The advantages of virtual machine migration
incorporate preservation of physical server vitality, stack adjusting among the physical servers and
failure resilience in the event of sudden failure. The diversity in migration of virtual machine methods
are as per thefollowing:

(i) Fault Tolerant MigrationTechniques

Fault resilience enables the virtual machines to proceed with its activity, even any piece of framework
comes up short. This strategy moves the virtual machine starting with one physical server, then onto
the next physical server. In view of the forecast of the disappointment happened, fault tolerant
migration method is to enhance the accessibility of physical server and keeps away from execution
corruption of utilizations.

(ii) Load Balancing MigrationTechniques

The Load balancing migration method means to disperse load over the physical servers to enhance the
versatility of physical servers in cloud condition. The Load balancing helps in limiting the asset
utilization, execution of failover, improving adaptability, staying away from bottlenecks and over
provisioning of assets and so forth.
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(i) Energy Efficient MigrationTechniques

The power utilization of data center is, for the most part, in view of usage of frameworks used for
cooling and the available servers. They commonly require up to 70% level of their utmost
extremepower consumption even at the lowest level of use. Subsequently, there is a necessity for
migration procedures that preserves the liveliness of servers by using them ideally.

The work on cloud is still going on and security issues are somewhat tackled but still some work is
required to be done [2, 11, 12, 13]. The initial phase of data migration also suffers from this issue of
security.

This paper discussed variety of mechanisms associated with data migration in cloud. Rest of the paper
is organized as under:

e Section 2 gives brief introduction of the techniques used for datamigration

e Section 3 gives issues with current migrationtechniques

e Section 4 gives comparison table to choose best possible technique for future work. This table
also elaborate relative advantages and disadvantages associated withtechniques

e Section 5 gives conclusion and futurescope

e Section 6 gives references forcitation.

2. EXISTING STRATEGIES FOR DATAMIGRATION

The existing migration strategies are applied on legacy systems along with databases [14][15][16].
The migration process is time consuming and huge amount of cost is encountered during migration.
Research techniques have generally concentrated into the cost minimization and time reduction. The
strategies associated with data migration are as describedbelow:

A. LEGACY MIGRATION

Legacy systems are old system having formats and syntax different from modern day systems [17].
Transferring data from legacy system involves huge amount of time and cost. In general, while
migrating from legacy systems, following key factors are required to be tackled:-

e Data location: While migration, it is critical to identify what is to be migrated and where it is
located.

e Data Dependency: The interface and other systems depending upon the legacy systems are
either required to be shut off or made compatible to newsystem.

e Legal requirements to keep legacy data available: Even though all the data may not be
migrated, but still additional requirement of space may be required in data warehouse for
storing additional data corresponding to legalinformation.

e Infrastructure dependency: The formats required to support legacy information may be
platform dependent. The hardware required to support legacy system must also bemigrated.

Legacy migration is researched over and concluded that entity relationship model can be used to
migrate legacy system in cheap and effective way [18]. The functional requirements are generally
shown on the diagram. The EAI (Enterprise Application Integration) tool is commonly used to draw
such type of diagram.
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Figure 1: Migration of Legacy system

The circles with numbers indicate interface connecting apps and databases. The apps establish
interface that could be command user or graphical in nature for transfer process. The interface
resolves the differences of format and then communication isestablished.

B. REVERSE ENGINEERING PROCESS FOR DATAMIGRATION

Reverse engineering process of data migration provides the way of migrating database into the cloud
[19]. Space required to store legacy information should be maintained at cloud data centres. Formats
and interface are required to be modified, so that database at the destination end can be used as it is.
Database query language support is included within the reverse engineeringprocess.

Migration is performed by identifying all the dependencies associated with data being migrated. Once
the dependencies are identified, migration process begins. The schema related queries are identified
and tackled using the process of reverse engineering. Schema mapping process involves physical-to-
conceptual mapping and conceptual-to-external mapping. The transfer process also involves
verification process. Verification involves computability checking. The destination or target end is
compatible only if number of attributes required for storing data matches with transferred database
attributes. Data structure to be migrated could be complex in nature and testing of reverse engineering
under complex data structure is an issue which is still to be tackled in the future.
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Figure 2: Example of data migration through reverse engineering

Figure 2 shows the steps performed in migration using reverse engineering. Incremental approach
used in reverse engineering ensures saving of progress of previous process so that work can be started
from where it is left off, hence migration time is reduced using thismechanism.

C.  MIGRATION USING OOI(Object OrientedInterface)
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The object oriented interface provides graphical users interface (GUI) in which user can operate
through clicking and double clicking [20]. The main advantage of using such interface is, more
concentration is paid towards data security rather than modules or procedures. In order to perform
migration keys including primary and foreign are considered. Primary key does not allow replicated
data to be migrated again and again, hence lots of space is saved. In addition, foreign key is used to
relating multiple tables or relations together. The values of foreign key either matches with the
primary key of other table or it should contain null value. Hence only those values which are relevant
are retained and rest of the values are neglected causing the storage space to be optimised and
therefore, less time is consumed duringmigration.

D. INTEGRATINGDATABASE

The database integration allows source and target database to be related and allows transfer by
maintaining information in integrated form [21]. Integrity rules are implied in this case. Integrity rules
are categorised according to the following:

e Entity Integrity Rule: This rule states that value of the primary key should be unique and it
cannot contain nullvalue.

o Referential integrity rule: It states that value of foreign key should either match with the
primary key of source or it should contain nullvalue.

Integrating database ensures that valid data is contained within the valid fields. Integrating database
also ensure that domain integrity is maintained. The major flaw of this technique is additional
attributes required at destination end that cannot be maintained because of space and time constraints.

E. SOURCE TO TARGETMAPPING

This is a direct process of migration in which physical view is directly mapped to the target machine
[22]. This is a one-step approach, because of which many of integrity constraints may be violated,
resulting in ill-mannered database designed. Source to target mapping, hence is performed in
emergency only and not in most of the modern day migration mechanisms.

3. ISSUES WITH DATA MIGRATION TECHNIQUES
The issues and challenges considering in data migration are listed as under [23, 24]:

e Reduce capital expenditure: During migration, cost associated with maintenance of records
requires huge capital expenditure. Capital expenditure involves purchase of space and
hardware resources for maintaining efficiency duringmigration.

¢ Reduce ongoing process: The ongoing cost is reduced, since cloud provider gives the option
to the user to select the plan on the hourly, daily or monthlybasis.

e Improve scalability: The organization is allowed to choose amount of resources which can be
increased or decreased depending upon userrequirements.

e Improved Speed: This is the prime requirement of every business need. Speed of processing
of an application must be enhanced, in case organization is opted for migration. This is not
always the case, hence modification to existing techniques arerequired.

e Security: As more and more users are associated with cloud, hence data presented within
cloud is always accompanied with security threat. Stronger form of encryption mechanism
such as de-duplication can be used along with data migration for security. It is still an issue
and researchers are working towards secure transmission of data within cloudcomputing.
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The existing work is presented in tabular form in this section. Using this table, future work can be

derived.
REFERENCE TECHNIQUE PARAMETERS MERITS DEMERITS
[25] Butterfly (a)Threshold value | (a)Clearly (a)Requires
Methodology (b)Legacy Sample | defined thorough
Data and Target &stron | understanding
Sample Data g support | of the Legacy
(c)Data Access | given to testing | &Target system
Allocator (b)Flexible in | (b)Accurate
(d)Data terms of use of | &concise
Transformer  and | application Sample
Termination tools Database §
Condition (c)Gateway- required
free approach (c)Efficient
(d)Total Data-Access-
duration of | Allocator is
migration can | required
be estimated
(e)Promotes
Parallel
activities
[26] Online (a)Cost (@)Focus is on Running time
Algorithms:- (b)Performance dynamically and cost of
[1] Online Lazy | bottleneck generated data | RFHC
Migration (OLM) rather than on algorithm may
Algorithm static data be higher than
[2] Randomized (b)Focuses on | offline
Fixed Horizon multiple  geo- | algorithm in
Control  (RFHC) distributed data | some
Algorithm centers rather | conditions
than on single
cloud site
[27] [1] Chicken Little | (a)Legacy and | (@)In CLM, | (a)complex
Migration Target system | gateways  co- | technical
Approach migration ordinate the | problem
[2] Butterfly | (b)Forward and | migration b/w | regarding
Methodology Backward Gateway | legacy & target | updation
(in Chicken Little systems consistency
Migration) (b)maintains (b)using
data gateways add
consistency complexity in
(c)simultaneous | whole process
access to both (o)justification
Legacy and | of whole
Target systems | process needs
in Butterfly | to be done
methodology
[28] (@)Data Intensive | Offline data | (a)Data before | (a)Time-
Applications  i.e. | migration done by | and after | consuming
Hegira4Cloud Hegira4Cloud migration is | development-
(b)NoSQL equivalently testing
Database same approach
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(b)Relevant (b)Expensive
techniques are | approach in
integrated somecases
[29] Genetic Algorithms | (a)Optimal or near- | (a)Network (a)Managing
optimal service | traffic the service of
migration congestion is | migration can
(b)Service-Oriented | removed be a complex
Architecture(SOA) | (b)Real-time task
requirements
are fulfilled
[5] (a)Meta-Synthesis | Selecting a Cloud Phase by phase | Selection
Method Migration migration procedure of a
(b)Maturity model, | Framework  with | process to | migration
“CIM3” dynamic nature as detect any | process may be
well asintegrity shortcoming biased
sometimes
[7] (a)Optimal Offline | Cost Minimizing the | High time
Algorithm data placement | complexity of
(b)Online cost for time- the offline
Algorithms: varying algorithm
[1] Deterministic workload
[2] Randomized applications by
exploiting the
price difference
b/w storageand
networkservice
[8] No SQLayer | Data migration from | (a)Semantics of | Overhead
Framework relational (i.e., | original generated by
MySQL) to NoSQL | database  are | the persistence
DBMS (i.e., | preserved layer makes the
MongoDB) (b) No need of | framework a
modifying less  efficient
queries and | for small
application volumes of data
code
(c) suitable to
handle large
volume of data

Table 1: Comparison of various data migration techniques

From the comparison of existing literature, it is concluded that modification to existing techniques is
must to minimize time and cost associated with data migration.

5. CONCLUSION AND FUTURESCOPE

This paper pays a stress on existing migration techniques for migrating data. The migration of data
involves time and space complexity. The time complexity avoids the use of data migration, hence
reduces utilization of cloud in modern era. Some modification to existing techniques including
redundancy handling, integrity check and priority calculation for migrations are required for
improving existing data migration. In case, cost, space and time complexity associated with migration
is reduced, then cloud usage in near future could be improvedgreatly.
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