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Abstract- DES is considered insecure because many different attacks are possible in it. For the encryption
of electronic data, we use the Data Encryption Standard which is symmetric-key algorithm. The two basic
facts of current day data encryption are authentication and data privacy. As modern society is now
becoming more connected day by day, so large amount of information is under threat. Therefore, there is
a need for protection which brings data secrecy and data integrity.

This paper discusses about the improvement of DES algorithm to make it more secure. It also points out
some disadvantage of DES and 3-DES algorithms. It also discusses about one new algorithm which is an
improvement of the 3-DES algorithm. A Comparison has been made between DES, 3-DES and New
algorithm. This comparison is conducted on the basis of key size, total rounds, complexity, user effort
needed etc.
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I. INTRODUCTION

In cryptography, to make data accessible to the authorized user, it is encoded using encryption
techniques[1]. In an encryption technique, the useful information or message, which is referred
as plain text, is converted or encrypted using an encryption algorithm. There are many different
algorithms which are available and are used to secure information. Some of them are AES, DES,
and 3-DES, RC2, RC6, and BLOWFISH [2].

Still confidential information is unsafe from intruders who easily get access and modify the
secret data. Intruders mainly try to steal important data or identities and become deceit person.
Some additional improvements are required in already existing algorithms to enhance the
security. Data Encryption is a very essential process to provide security. It is necessary to
encrypt data before passing it to the network and then at receiver side this data is decrypted to get
the original data. However, nowadays most all types of encryption techniques are subject to
attack easily. For all cipher text, the most common way of attack is brute force attack in which
all possible keys are tried by the intruder to decrypt the data. There are some algorithms in which
question is raised for their small key sizes and they dictated a need for a replacement algorithm.
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As Data encryption standard (DES) is a symmetric-key algorithm, it is used to encrypt the
electronic data. But DES is now considered to be more vulnerable for many applications. One of
the biggest reasons behind this is the key length (which is 56 bits only) [2]. The brute force
attack has the capacity to easily break DES security.

DES is the standard block cipher which takes data or plaintext of fixed length and encrypts it by
using a number of complicated operations into some different cipher text[3]. The Key seemingly
consists of 64 bits; in which only 56 bits are used by the algorithm. In a similar way there is an
algorithm known as Triple Data Encryption Standard (TDES or 3DES) which applies DES 3
times on any particular data or data block. Triple DES generates a very simple method in which
size of DES key length increases to protect against different attacks [3,4]. Triple DES uses 3
different keys to encrypt the data. Triple DES has a key length size of 168 bits because of that
three keys, but only 112 bits provide the effectuality security. This is showing that this algorithm
is also not much secure.

So there is a need of some improvement in this algorithm so that security of data increases upto
some more extent.

Il. RELATED WORK
A. Evolution of DES

In the field of encryption, DES has undergone many advancements or improvement and served
as a base for many different techniques. One of its improvements is Triple DES (3DES or
TDES). Triple DES uses 3 keys to encrypt data. So, the total key length size of 3DES is 168 bits.
But in reality the effective security provided by it is only 112 bits. As a DES uses 16 rounds to
encrypt the data, triple DES uses 48 bits in total to encrypt the data. This technique helps to
increase the security up to 3 levels or increase the security, efficiency 3 times more than DES
[4]. As 3-DES performs every task 3 times related so its performance also increase 3-times more
the DES algorithm. 3-DES uses three keys to encrypt the data.

DES, sometimes used simultaneously with other encryption techniques. Sometimes they are
fused to some other encryption algorithms. This type of fusion is used to secure the key
generation of the DES. It uses 2 keys to perform initial permutation which is followed by 16
rounds of crossover iterations and finally go through the inverse permutation. It sometimes
decreases the brute force chances, but slowed down the process.

B. Known Attacks on DES

There are many different attacks that are possible on DES in which Brute Force and
cryptanalysis techniques are most common. Brute Force is one of the most strongformsof attack
on any encryption uptill now. It tries to decrypt the block of encrypted data with all possible
keys. So the data we have on the clear text will allow us to accept the right key and stop the
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search. In average, we will have to try nearly 36'028'797'018'963'968 (36 million of billions) of
keys.Modern PC can easily evaluate one to millions keys per seconds. Differential cryptanalysis
IS a new generic symmetric algorithm. It works by presuming the attacker has some part of
original plaintext. The attacker then diminishes the security of the encryption until he or she
deciphers the key. The data analysis phase computes the keys by analyzing near about 224
chosen plaintext. But mainly, the attacker analysis near about 214 chosen plaintext and
succeeds with probability of 2/-33.

[11. DESCRIPTION ABOUT MODIFIED DES
A. Key Generation Process

The code used in this algorithm provides the security to the data more than the security provided
by Data Encryption Standard (DES) and 3- DES algorithm. As in this algorithm, encryption of
data is taking place more than 3 times, which was fixed in 3-DES algorithm up to 3 times only

[6].

In DES and 3- DES algorithm, it was fixed that the user has to enter data and key of size 64 bits
only, but in this new algorithm user can enter data and key of any size. One more advantage of
this new algorithm over 3-DES algorithm, in 3-DES user has to enter more than one key for
encryption, but in this new algorithm only one key is sufficient to encrypt the data in a better
way than a 3-DES algorithm.

In this algorithm, if the user enters key of size less than 64 bits, then it by default fill 0's on the
end to make it of size 64 bits.Suppose a user enter key (1023456) in hexadecimal form then it
covers 28 bits only. So to make this key of size 64 bit it by default fills 09 0'sin the end of key in
hexadecimal form. Now, as this new algorithm is encrypting data up to N times it needs N
different Keys during the process.

The advantage of this algorithm is that when users enter the first key (K1), it will generate these
N no. of keys by own without any effort needed by the user.
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Figure 1: KEY GENERATION

Figure 1 shows how different keys are generated by one particular key (K1) in this new
algorithm.

B. Plain Text Encryption Process

In this Plain text encryption process, the size of input data can be of any length.In this
algorithm,if the user enters data of size less than 64 bits, then it by default fill 0's in the end to
make it of size 64 bits.For example, if user enters data (abcde) in hexadecimal form, then it
covers 20 bits only.So to make this data of size 64 bit it by default fill 11 0's in the end of key in
hexadecimal form.In this encryption process user first enter data and key of any size. Then by
adding Q's it is converted up to64 bits. Now these data and key bits go through the DES
algorithm and give the output of 64 bits in the encrypted form.
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Now the key using in this process will first perform a right circular process to generate the next
key then perform XOR operation to generate next key. This new key will again go through the
DES algorithm with the encrypted data comes as an output in the previous process.This process
will continue up to the N times where N is the number of times encryption enters by the user.

Data  Key
shift it right circular by 4 bits applying XOR function « « «ntimes cee n
l A4 l \l/ \L
DES DES DES DES DES

S T R S l

Encryption data | encrypt n

Output

Figure 2: ENCRYPTION ALGORITHM

Figure 2 is showing how one process is related to another process. This diagram is also telling
how the output of the one process will become the input for the next process.

Here N(number of times encryption) can be decided by the user and the value of N is also sent in
the encrypted form with the cipher text so that an attacker will not able to get the value of N. The
value of N is encrypted using DES and then concatenate with the final cipher text before sending
it to destination.

While decryption, firstly encrypted value of N can be decrypted to get number of times
encryption (N) then this value is used to decrypt the cipher text to get actual plaintext.
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DES Encrypt DES Decrypt
N DES Encrypt N DES Decrypt

No. of Slots

Output message 02be311e7485bc9e
(O ASCII ® Hexadecimal

Details:

100000 00000000 O [ [ )00 ~

N-DES (Lovely Professional University)

Figure 3: INTERFACE OF THE APPLICATION
C. Decryption Process

In DES, encryption and decryption are using the same algorithm. In decryption process the input
is the ciphertext and the key processing is always performed in reverse order. The new algorithm
is designed like that so that it can decrypt ciphertext to its original form. A very important point
during the decryption process, we need to remember about the ciphers is that the round keys (K1
to K16) should be applied in the reverse order. At the encryption site, round 1 uses K1 and round
16 uses K16; of the decryption site, round 1 uses K16 and round 16 uses K1.

In the decryption process user first start with the last key (KN) and the cipher text. This last key
is directly calculated by first shifting the original key up to 4 bit right circular and then applying
XOR operation this process will continue upto (N) *4 time. Here the value of N is calculated by
cipher text because its last half part is the encrypted form of the value N. So firstly last half part
of this cipher text decrypted by DES to calculate value of N and then by using that value of N we
calculate actual plaintext.

Now these cipher data and key bits go through the Decrypt-DES algorithm and give the output
of 64 bits.
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Now the key using in this process will perform a Left circular process and XOR operation to
generate the next key. This new key will again go through the Decrypt-DES algorithm with the
data comes as an outpatient the prrevious process. This process will continue up to the N times
where N is number of times encryption enters by the user.

Input

encrypt n | —7] DESwom [~~~ n

Encryption data

\ Shift it Right circular by 4 bits and XOR function n/2 times
Data  Key é#’_//

Shift it Left circular by 4 bits applying XOR function « » «ntimes “os
:I/ V l \L \L
DES dgecrypt DES secrypt DES dgecrypt DES decrypt

!

Output

I

Figure 4: DECRYPTION ALGORITHM

Figure 4 is showing how one decryption process is related to another process. This diagram is
also telling how the decrypted output of the one process will become the input for the next
process.

IV. COMPARISON BETWEEN DES, 3-DES AND N-DES

There are many points which describe the difference between the previous algorithm(DES and 3-
DES)and new algorithm(N-DES). The difference is calculated on the basis of input data size,
input key size, etc.. The new algorithm performs filling of O's at the end, which was notthere in
DES and 3-DES.There is also some difference between 3-DES and N-DES on the basis of
Decrypt time.
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Table 2: COMPARISON TABLE

DES

3-DES

N-DES

Enter Key one time

Enter key 3 times

Enter Key one time

Brute force attack need 252
pattem to analyze

Brute force attack need 2156
pattem to analyze

Brute force attack need
2"(n*52) pattem to analyze

Rounds: 16

Rounds : 3*(16)

Rounds : n*(16)

Need to enter one Key

Need to enter 3 Keys

Need to enter one Kev it will
simultaneously generate (n)
number of keys.

Need user effort more

Need user effort more than

needed in case of DES.

Need user effort even less

than needed in case of DES.

Computation power increase
normally from 8-16% on
increasing key size.

Computation power increase
in larger amount more than
16% each time on increasing

Computation power increases
same as DES algorithm.

key size.

V. SUMMARY AND CONCLUSION

This research will help to increase the Security level of data. This code provides the security to
the data more than security provided by Data Encryption Standard (DES) and 3- DES algorithm.
As in this algorithm encryption of data is take more than 3 times which was in 3-DES algorithm.
The interface used here is also very user friendly.

Few best properties of this algorithm are:

e User can enter any size of data which is not in case of DES and 3-DES algorithm.

e User can enter any size of Key which is not in case of DES and 3-DES algorithm.

e Users have to enter only one Key here and it will encrypt data n time by generating n
different Keys which is not in case of DES and 3-DES algorithm.

o Complexity of algorithm increases much more than 3-DES algorithm.
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