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Abstract
Cloud computing is used to store large amount of data because is low cost and flexible but in cloud data
security important issue. In this paper we proposed approach encryption or decryption file using algorithm are
AES and OTP using Hadoop here we encrypted file within HDFS and decrypted within maptask in existing
system encrypted /decryption the usage of AES but report length degree accelerated with the aid of 50% from
unique record however now enhance the ratio as length of the encrypted record accelerated by means of 20%
from original file length and also we carried out new technique called HDFS.
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I. INTRODUCTION

Computing cloud are used for numerous communities because store the data information and also huge data is
most critical and difficulty in cloud that’s why we implement new approach called Hadoop in big data .hadoop
is one of the recent trend technology in big data and we implemented two trends called mapreduce and Hadoop
distributed file system map reduce which contain large data sets and allows thousand of user for parallel and
HDFS which contain large cluster of machine in public cloud service for security for stored data. And we
design the security motive in Hadoop undertaking we take simple file permission acces mechanism encryption is
the quality solution for HDFS files. the primary purpose is deal with the facts protection difficulty in Hadoop
and also secure the data in big data and also implemented AES and OTP algorithm for encryption uploading and
downloading the file size and also save the time and reduce file size.in big data consists 4 types are velocity,
volume, variety, veracity

Il. SYSTEM MODEL

We implement new technique hadoop in encryption file entire file will be encrypted file in unstructure data in
HDFS Constits single master server is name node is used to store large amount meta data file in clientd all the
informattion will be stored in nodes they are two nodes name nodes and danodes all the encrypted file HDFS .

The decryption technique of our new method might be carried out parallel even as map lessen project started to
examine the information from hdfs blocks on the datanode the decryption way at map reduce the map lesson
body paintings which map is inputted to the discount method plays the decrypted file generally, each the enter
and the output of interest are saved in a document device the map reduce body paintings includes one grasp
mission tracker and one slave undertaking tracker for every cluster node process tracker is simplest accountable
any activity element obligations on those slaves think , it monitors failed task an re executed the assignment.
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Fig. 1 Encryption writing file in HDFS
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Fig. 2 Decryption process in mapreduce

111 PREVIOUS WORK

We provide Hadoop distributed file system security a file give a high performance in encrypted file size few
studies will apply in this paper we use Hadoop architecture by encryption and decryption data in HDFS and
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also new integration used HDFS-RSA and HDFS- Parining and also acceptable overhead on reading data and
write operation in Hadoop and technique implemented on O auth which is used authentication and authorization
in client and server .secure data in Hadoop distributed file suppose we upload a file Oauth time will does not
achieve authentication.

IV PROPOSED METHODOLOGY

The main principle purpose of this venture is to address the records security problem in Hadoop. with a view to
comfy facts at the Hadoop, we will endorse an implementation of a contemporary method which integrates
HDFS files with AES and OTP encryption algorithms to improves importing/downloading time and reduce the
dimensions of the encrypted document Reduces the record upload and document down load time compared to
the present approaches Reduces the overall size of the encrypted file consequently supplying a higher overall
performance as compared to most of the present procedures To cope with the statistics protection issues in the
Hadoop distributed document device (HDFS)To combine the existing report write operation with the AES and
OTP encryption
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Fig .3 Proposed Mechanism

V SIMULATION/EXPERIMENTAL RESULTS

TABLE 1 Camparison data size between generic HDFS and proposed system
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File Genenc AES Proposzed

Size HDFs algonthm(ME) Approach(ME)
(MB) | (MB)

64 64 96.0 T4T

128 128 192.0 1493

256 | 256 3840 2987

312 | 512 768.0 3973

1024 | 1024 1536 12288

We carried out two different encryption or decryption techniques of which one from related work the usage of
AES set of rules and second the use of AES and OTP algorithms to carry out encryption or decryption, we have
in comparison the document encryption time among universal HDFS and encrypted HDFS as established in
table 1, it took 1024 mb to write down down a 1 gb in a massive record to HDFS, at the same time as that 1536
mb for the encrypted HDFS the use of with the aid of AES set of regulations, our new technique took 1228.8
mb to encrypted 1 gb file in HDFS that is more potent the general overall performance of the related paintings

VI CONCLUSION
on this paper we proposed technique encryption/decryption document the use of AES and OTP algorithm the
use of hadoop here we encrypted file within HDFS and decrypted inside map mission in present gadget
encrypted /decryption the usage of AES however record size elevated via 50% from unique report however now
improve the ratio as length of the encrypted document multiplied via 20% from unique report size and also we
carried out new approach to at ease HDFS. with the data safety trouble in hadoop and additionally comfy the
statistics in huge records.

VIl FUTURE SCOPES
In the future work, we plan to reap the parallel encryption procedures with a purpose to improve the overall
performance of facts encryption, and cozy Hadoop using shape statistics.
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