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Abstract

Kerberos is a third party trusted protocol used for authentication which is based on the
symmetric key cryptography which means server and client will share only one key for
encryption as well as for decryption. Now this paper analyses how Kerberos actually works and
provide some idea how to improve the performance of this authentication protocol by removing
some steps from it. In this paper the solution has been given to interact minimally with the

client and provide the same security and trust in the authentication.
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1. Introduction
Kerberos is the third party authentication protocol which means that for the
authentication purpose server and client has to rely on someone else which will
authenticate both the server and client. Kerberos authentication is based on symmetric
key cryptography which means that the client-side and server-side will share a common
key for encrypt and decrypt in server & client side. In this Client proves it by
encrypting the message with the key and the server again decrypt the same message
with a same key. After this, Server again encrypts the message and sends it to the client
again.

Kerberos authentication depends on the central server which is called KDC which
provides all the keys. KDC stands for key distribution center. KDC issues the ticket
granting to the client which want to access a resource from the server. Kerberos

authentication is used in various places but the biggest achievement of the Kerberos
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authentication is that it is used as default authentication in Windows XP and Windows
2000. The only limitation in the Kerberos is the scalability as it is very important in this
modern era where everything is expanded day by day along with the usage of internet.
However, Kerberos can achieve the Scalability with the help of public key

cryptography.

2. Working of Kerberos
The Kerberos authentication is done in three major steps: -
e Initial Ticket Granting Ticket is acquired by the Client.
e Client uses the acquired Ticket granting ticket to get the ticket to access the
resources from the server.

e The client uses the ticket to access the resources from the server.

2.1.1 Initial Ticket Granting Ticket (TGT) is acquired by the Client:
To get the TGT client has to go from several steps which are as below.

e First user access the client system using the username and the password.

e After login, password in encrypted by the user.

e Asserting further, Client request the credentials for the TGT through a KDC
message along with authentication message and user’s encrypted password.
Authentication message includes client name, network address and timestamp.

e Encrypted password is compared with master copy through authentication
server in KDC so that client can be verified after the password matches. KDC
also compares the timestamp and it should be within 5 minutes of its own time.

e If each thing matches, then KDC generates credentials that is requested for
ticket granting ticket service for creating the login session key and encrypt it
with user’s key.

e KDC also defines another credential which contains login session key and
encrypts it with its master key.

e Moving further, KDC sends both these credentials to the client where client
decrypts the logon session key with its encrypted password and stores the logon

session key along with TGT in its ticket cache.
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2.1.2 Client uses the acquired Ticket granting ticket to get the ticket to access the
resources from the server

e In this step client demands the ticket from the KDC to access the resources from
the server, for this client present its TGT, name of the resource and message for
authentication which is already encrypted by the client with the help of the login
session key.

e The KDC decrypts the TGT using its master key and extracts the login session
key. This Session key is then used by the KDC to decrypts the message from
the user. User is verified, if matches.

e After this KDC creates the service session key for the client so that it can be
presented by the client to the server whenever client requests the resource from
the server. This service session key is encrypted with the logon session key of
client. KDC Also encrypts this session key service with master key of the
server. This all is done by ticker granting service in KDC.

e After this, KDC send both the credentials to the Client which decrypts the
service session key with the help of the logon session key and stored the Service

session key along with tickets in its cache.

2.1.3 The client uses the ticket to access the resources from the server
This is the final step in the Kerberos authentication and it involves the following steps:

e The Client in this step sends the session ticket along with the authentication
message and encrypts it with service session key.

e The service session of the server is decrypted using its master key and with the
help of this session key of service decrypts the message sent by the user, after
decrypting the authentication message get session ticket for server and
timestamp is being compared with on the time of request in respect of client
with its own time to make sure it is within 5 minutes or not.

e Timestamp from the session ticket with session key of service is encrypted by
server and sends it to the client.

e The client then decrypts the message and compares it with its original
timestamp. If it matches, then user gets authenticated and gets the access on the

requested service of the server.
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Fig 4 Overall Working of the Kerberas Authentication

3. Limitations of Kerberos

Kerberos is not an effective technique when we talk about password guessing attacks; if

the user chooses a password which is poor, and then an attacker can guess that

password easily and impersonate the user. Moreover, Kerberos required a trusted and

secured path between the paths where passwords are entered. If the user enters a

password from the path which is already being modified by the attacker with the help
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of Trojan horse or the initial path is being monitored by the attacker where the user will
enter his password, then the attacker can get the enough information to impersonate the
user. However, these limitations can be improved by using the Kerberos with other

systems.
4. Proposed system for Kerberos Authentication

The Kerberos authentication scheme can add the option to ask the user to authenticate
for the personal system or the public system. If the user select the personal system then
the session key and service session key will be generated first time only when the user
logs in from his personal system , rest of the time the Kerberos authentication will ask
only for user password and if the authentication is correct then the user can access the
resources of the server without exchanging the session key and the service session key
by doing this a lot of time will be saved while if the system is public then each time the

same process will be done as the Kerberos does normally.

Then second thing which can be done in Kerberos authentication is that when the user
enters its user name and password the client goes to authentication server and when the
password matches it creates the session key and send the message back to user which is
encrypted by user password and the user then decrypts the message and gets the session
key and ask for the TGS and encrypt that message with the session key and now TGS
decrypts that message and generate service session key. Now these steps can be
reduced by deleting the step in which the authentication server sends the message back
to client and client sends the message to TGS. The new step will be the user will send
his username and password the client will send it to authentication server here the
authentication server will check the client password and see whether the user is verified
and generate a session key. Now this session key will be encrypted with user password
now authentication server will send this message to the TGS along with session key
where the TGS will generate the service session key and encrypt it with session key and
send this whole message to client where client will first decrypt the session key and

after this use this session key to decrypt the service session key.
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5. Conclusion and Future Work
Proposed system require less number of steps to communicate with server with the
KDC and it leads to time efficient system without missing any security constraint. If the
system is personal system, then in our system improvement is done by reducing the
number of steps before communication for getting session key from KDC and if the
system is public nothing is changed from previous system.

In future it can be improved for the public system as well as more steps can be
reduced from the proposed system which enhance the efficiency of Kerebros without

affecting its security policies.
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