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ABSTRACT 

Cloud computing is getting well known among IT businesses because of its deft, adaptable 

and savvy services being offered at Software, Platform and Infrastructure level. Software as a 

Service (SaaS) enables clients to get to applications facilitated by various merchants on 

Cloud by means of web. Platform as a Service (PaaS) empowers engineers to code, test and 

send their applications on IaaS. In Infrastructure as a Service (IaaS) model, Cloud suppliers 

offer services, for example, computing, system, stockpiling and databases by means of web. 

IaaS is the base of all Cloud services with PaaS and SaaS both based upon it. The essential 

highlights of IaaS are elasticity and virtualization. Virtualization empowers a solitary system 

to simultaneously run various disengaged virtual machines (VMs), operating systems or 

different cases of a solitary operating system (OS). Notwithstanding, there are as yet open 

difficulties in accomplishing security for Cloud virtualization. Research has been done to 

explore major security issues related to virtualization in Cloud. The standard bodies in 

computing security including National Institute of Standard Technologies (NIST), Cloud 

Security Alliance (CSA), and Payment Card Industry Data Security Standard (PCI DSS) have 

issued guidelines on virtualization technologies. These guidelines discuss security issues 

related to virtualization in Cloud and provide recommendations for secure virtualization 

environments. However, the holistic view of virtualization security has not been presented in 

a composed form. Furthermore, there is need to investigate existing virtualization security 

solutions proposed in literature to mitigate different attacks. 

KEYWORDS:Virtualization, Technology, Cloud Computing, IT businesses, Software as a 

Service, Platform as a Service, Infrastructure as a Service, virtual machines, operating 

system, virtualization security. 
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INTRODUCTION 

Virtualization technology assumes a vital job in the formation of a cloud-computing 

environment. It empowers more than one operating system called virtual machine (VM) that 

co-live on the equivalent physical server and using the dynamic allotment of resources on a 

similar machine without intruding one another. Virtualization technology helps various cases 

of a similar application to be run on one or different cloud resources [1]. Virtualization layer 

naturally gives the scalability, where various clients ready to run their application 

simultaneously. It enables the client to run possess applications on a solitary VM and he can't 

see the data of different clients. Be that as it may, there are various vulnerabilities in the 

virtualization environment, and hence there are various security dangers at the virtualization 

layer. Virtualization technology gives benefits to any individual who utilizes a computer, 

business organizations, government associations, and IT experts. It offers associations and 

individuals a chance to use and improve the utilization of their hardware by expanding the 

number and sorts of errands that a solitary machine can deal with [2]. Two huge benefits that 

can be given in a virtualization environment are asset sharing, and segregation. Asset sharing 

is one of the most critical favorable circumstances of virtualization since clients can allot 

physical resources to a VMs dependent on their prerequisites. More than one VMs can run on 

a similar host, and each VM can share the resources of the host. VMs share access to focal 

handling units, plate controllers, physical system cards, etc. Another benefit that can be given 

by the virtual environment is disengagement; VM separates claim data from different VMs. 

The disappointment in one VM won't influence the presentation or the executing of different 

VMs running on a similar host. At the point when the VM comes up short, there is no effect 

on clients' ability to get to different VMs, or the ability of different VMs on a similar host to 

get to resources they need. Besides, disconnection suggests that programs running on one 

VM can't see others that sudden spike in demand for another VM. It can be inferred that the 

distinctive VMs can impart resources of the physical machine to no obstruction between 

them. These properties empower distinctive operating systems and applications to be safely 

and at the same time running simultaneously on a solitary physical machine. Security is a hot 

issue in virtualization due to its trademark, infrastructure, monitoring, and security strategies. 

Different vulnerabilities, dangers, and dangers at the virtualization layer influence the 

integrity, confidentiality, and availability of cloud services and resources. This examination 

expects to distinguish and comprehend the fundamental difficulties and security issues of 



THINK INDIA (Quarterly Journal) 
ISSN:0971-1260 

Vol-22-Issue-2-April-June-2019 

P a g e  | 723 Copyright ⓒ 2019Authors 

 

virtualization in cloud computing environments. Moreover, it presents standard suggestions 

for improving security and mitigating dangers experience virtualization to embrace secure 

cloud computing.  

Cloud computing presents to an end-cloud-client the modalities to redistribute nearby 

accessible services, computational facilities, or data stockpiling to an off-site, area 

straightforward brought together facility or "Cloud". A "Cloud" suggests a lot of machines 

and web services that actualize cloud computing. These machines in a perfect world contain a 

pool of disseminated physical register resources that incorporate the accompanying: 

processors, memory, arrange transfer speed and capacity, which are possibly circulated 

physically crosswise over system of servers that cut crosswise over land limits. Resources 

related with cloud computing are frequently sorted out into a powerfully sensible entity that 

are re-appropriated and rented out on request. One of the significant attributes of cloud 

computing is elasticity, which implies that cloud resources can develop or recoil 

continuously. This change in cloud computing is made conceivable today by the idea of 

virtualization technology. 

LITERATURE REVIEW 

Shengmei Luo et. al., (2011) states that "The inspiration driving virtual figuring condition is 

to upgrade the advantage use by giving a bound together organized working stage for 

customers and applications considering combination of heterogeneous and free resources. 

They address the necessities and answers for the security of virtualization in conveyed 

computing condition. They proposed a security structure that contains two areas: Virtual 

security system and Virtualization Security organization. In that structure, Virtual machine 

system engineering can handle the issue of virtualization security feasibly and virtualization 

security organization comprehends the request that diverse virtual machine organizations 

bring".  

ArtemVolokyta, Igor Kokhanevych and Dmytro Ivanov (2012) states that "Giving secure 

virtualization is a vital section of disseminated computing. They commit the paper to the 

instrument of watching the virtual machines went for guaranteeing extended security to cloud 

resources. The prerequisites for that segment are determined. A Virtual machine screen which 

can enough screen visitor fragments while remaining totally clear to cloud customers is 
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proposed. Here virtual machine screen can screen both visitor and middleware uprightness 

and shield them from most sorts of attack."  

S.U.Muthunagai et.al., (2012) states that "Cloud computing depends upon virtualization for 

benefit execution and course organizations to the end customers through the web as web 

organizations. They proposed an engineering Efficient Cloud Protection System (ECPS), 

which perceives the visitor to visitor Attacks in the virtualization conditions and gives 

compelling access to cloud advantages for the customers by giving basic access to the 

normally used resources that extras the time spent in getting to as regularly as conceivable 

used resources. This structure organizes the components of cloud security  sections like 

interceptor, forewarning recorder, etc. To reduce the estimation along these lines updating the 

security of the cloud benefit system. They believe that the proposed engineering gives the 

protection over every visitor virtual machine related with the host and safe from ambush and 

prepared to locally react to security breaks and fit for prompting the attacks on nature".  

Panagiotis Kalagiakos et.al., (2012) says that "The migration to Cloud enrolling is averted by 

the issue of security. Especially, in virtual conditions, security is an essential stress, as multi-

inhabitance may energize digital ambushes at an immense scale. The disruption of a structure 

entangles various customers, expanding the potential impact. The masters ought to store up 

their undertakings in laying out structures and techniques that will bolster security in 

virtualized situations of the cloud. They acquaint the technique which expect with redesign 

security and turn explicitly or by suggestion around the most critical portion of the virtual 

condition, the Virtual Machine Monitor".  

Sarfraz Nawaz Brohi et. al., (2012) states that "remembering the ultimate objective to design 

a safe virtualized dispersed computing establishment, virtual machine screen must be 

guaranteed by executing strong security instruments and systems, for instance, Encryption 

and Key organization, Access control parts, Intrusion recognizable proof devices, Virtual 

trusted in arrange module, Virtual firewalls and Trusted virtual regions. They propose the 

procedure of virtualizing a cloud computing infrastructure, kinds of Attacks on virtual cloud 

computing infrastructure, vulnerabilities of virtual machine monitors and they critically 

portray the noteworthiness of security instruments and strategies for verifying a virtual cloud 

computing infrastructure. They propose the methods to verify the virtual resources just as 

Virtual machine monitor to make them to work appropriately to deal with all the virtual 
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machines as indicated by the clients' prerequisites. They recognized that security isn't just for 

virtual resources, yet in addition for physical resources and Hypervisor". 

Hui Zhu et. al., (2013) states that "As the advantages of conveyed computing, the 

virtualization security issue has ended up being more since the security necessity of different 

virtual machines  may difficulty with the others in could enlisting stage. Considering the 

obligatory access control segment, another staggered security get the chance to control show 

V-MLR is proposed, which not simply gave secure correspondence instrument to virtual 

machine screen and VMs, yet additionally revived the obtained data in VMM synchronously 

when it was changed in VMs. Relevant investigation and application in Xen exhibited that V-

MLR improved the security of virtual machine structure without causing immense execution 

discipline".  

Hanfei Dong, QinfenHao, Tiegang Zhang and Bing Zhang (2013) states that "The general 

visibility is at present generally revolved around the specific headway of such a structure, to 

the point that is in every way that really matters open, yet little research has  been taken from 

the piece of the academic. This article is created with the go for some trade and examination 

on associations among virtualization and Cloud Computing. The article gives one way it 

gives an undertaking to give out a conventional significance of disseminated computing from 

the point of view of virtualization and the set theory whereupon the possibility of 

virtualization is based. The discussion cut into appropriated computing from the motivation 

behind virtualization and made some discourse on the association in the vicinity of two and 

proposed one definition from the point of view of advantage with the help of how 

virtualization is portrayed." 

Warren Smith and Chaumin Hu (2014) distributed the research report by the name ―An 

Execution Service for Grid Computing‖ covers the detail for movement from conveyed to 

network computing. As indicated by this report, subsequent stage to the appropriated 

computing was framework computing, where the researchers chip away at various idea 

utilizing which the dispersed system can be given to the client as a solitary system. In this the 

thought was to work upon the resources that are accessible in the underutilized system, and 

can be given to the outside (remote) client. It remembers the work for various ideas 

dependent on the employments of preparing power, employments of memory (essential and 

optional) and verifying them.  
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Lijun Mei et al. (2008) in their research distributed in ―A Tale of Clouds: Paradigm 

Comparisons and Some Thoughts on Research Issues‖ gave a qualitative correlation of 

various computing that incorporate cloud computing, inescapable computing and service 

computing. They finished up their research with the structure positions of the cloud 

computing on the fundamental model of computer architecture, including three unique 

highlights: input-yield, stockpiling and count. The creator exhibited an examination for every 

one of the three highlights that can be outlined as: (I) the information yield highlight of 

computer architecture takes after with that of service computing in cloud computing. (ii) The 

capacity highlight of computer architecture is exceptionally near that of inescapable 

computing than that of service computing in cloud computing. (iii) The estimation highlights 

of these standards are same. In this way, in light of their correlation, creators give various 

research gives that incorporate various pluggable computing resources to cloud applications, 

straightforwardness in access of data, versatile nature of applications in cloud environment, 

and programmed evaluation of application quality in cloud.  

Sangwan and Singh (2016) in their production ―Services and Security Aspects in Cloud 

Computing‖ talked about cloud computing and kinds of clouds. Non-practical, monetary and 

mechanical angles to be tended to by clouds are likewise given in the paper. The investigation 

of cloud computing service models-Software as a Service (SaaS), Platform as a Service 

(PaaS) and Infrastructure as a Service (IaaS) is done in the paper. At last this paper gives 

various security issues are given in the architecture.  

Sean Carlin et al. (2012) in their production ―Cloud Computing Technologies‖ give the 

subtleties of some key attributes of the cloud computing advances, and clarify the three basic 

services named Software as a service, Platform as a service, Infrastructure as a service of the 

cloud computing system that characterizes the cloud computing innovation and their 

conveyance model. In this creator have distinguished and clarified the basic innovation of 

virtualization that makes cloud computing conceivable. It examined and talked about various 

difficulties that cloud computing advances is confronting now daily. In light of their research 

they provide the future guidance of cloud computing innovations alongside different 

applications that may utilize the cloud and patterns, it pursue. It gives a short viewpoint of the 

heading where the innovation will continue into the future and how.  
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Salman A. Baset (2012) in the paper ―Cloud SLAs: Present and Future‖ considers various 

open cloud service supplier that incorporate the most famous cloud supplier named Amazon, 

Rackspace, Microsoft windows purplish blue and Storm on Demand, check their SLA and 

finish up the effect of SLA on the services gave by these service supplier. For this it 

incorporate various parameter. It finish up with the outcomes that from cloud suppliers which 

they overviewed, nobody offer any exhibition ensures for calculation of services and solicit 

client to identify infringement from SLA that implies it is the responsibility of the client to 

raise the issue of SLA infringement and demonstrate it from the services utilized.  

Arshad Hashmi et al. (2016) in their distribution titled ―A Survey on Security Patterns and 

Issues in Cloud Computing Environment‖ give the perception that cloud computing has 

numerous focal points however the security concerns hamper the client to embrace it 

inconceivably. It is verifiable truths for all clients with respect to the security dangers 

winning in the cloud. Different clients can have the option to share same physical resources 

by methods for multi-tenure and virtualization. In any case, this prompts cloud explicit 

dangers. Different lawful issues emerge identified with clients data and application due to the 

land degree of cloud computing. Proprietor association has the limited regulatory control on 

account of this overseeing identity and getting to control have a place with a digital asset of 

the association have recognizing structures in cloud computing. The security dangers which 

go under sharing, virtualization, and open cloud have been explained and ensuing strategies 

have been displayed as a counter measure. The security service scope has been explicitly 

featured in the present examination conveyed by improved methods. 

Server virtualization 

Virtualization as a technology that gives the capability to legitimately isolate the physical 

resources of a server and use them as various confined machines, called Virtual Machines. 

The CPU becomes numerous virtual CPUs, and the equivalent turns out to be valid for RAMs 

and Hard Disks. Beforehand, there were computers that ran an Operating System (OS) and 

application over the OS, yet now, with the assistance of virtualization software like 

Hypervisor, one can make various Virtual Machines (VMs) on a single computer and install 

OS on them and run every one of them simultaneously. 
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Advantages and disadvantages of virtualization 

There are many benefits of Virtualization, like it optimizes hardware resource utilization, 

saves energy and costs and makes it possible to run multiple applications and various 

operating systems on the same SERVER at the same time. It increases the utilization, 

efficiency, and flexibility of existing computer hardware.  

 Provides the ability to manage resources effectively. 

 Increases efficiency of IT operations. 

 Provides for easier backup and disaster recovery. 

 Increases cost savings with reduced hardware expenditure.  

Disadvantages of virtualization are almost negligible when compared to the multiple 

advantages it offers. 

 Software licensing costs. 

 The necessity to train IT, staff, in virtualization. 

 

 

DIFFERENT TYPES OF VIRTUALIZATION IN CLOUD COMPUTING 

As referenced above, software makes virtualization conceivable. This software is known as a 

Hypervisor, otherwise called a virtualization manager. It sits between the hardware and the 



THINK INDIA (Quarterly Journal) 
ISSN:0971-1260 

Vol-22-Issue-2-April-June-2019 

P a g e  | 729 Copyright ⓒ 2019Authors 

 

operating system and allocates the measure of access that the applications and operating 

systems have with the processor and other hardware resources.  

 

Now that you have understood what virtualization is, let’s understand how virtualization 

works by studying different virtualization techniques in cloud computing: 

 

Network Virtualization 

Let’s see how about we perceive how is network virtualization utilized in cloud computing. It 

alludes to the administration and monitoring of a computer arrange as a solitary 

administrative entity from a solitary software-based overseer's reassure. It is planned to 

permit organize enhancement of data move rates, scalability, reliability, flexibility, and 

security. It additionally robotizes many system authoritative errands. System virtualization is 

explicitly helpful for systems that experience a tremendous, quick, and eccentric traffic 

increment. 
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The intended result of network virtualization provides improved network productivity and 

efficiency. 

Two categories: 

 Internal: Provide network-like functionality to a single system. 

 External: Combine many networks or parts of networks into a virtual unit. 

Storage Virtualization 

In this type of virtualization, multiple network storage resources are present as a single 

storage device for easier and more efficient management of these resources. It provides 

various advantages as follows: 

 Improved storage management in a heterogeneous IT environment  

 Easy updates, better availability 

 Reduced downtime 

 Better storage utilization 

 Automated management  

In general, there are two types of storage virtualization: 

 Block- It works before the file system exists. It replaces controllers and takes over at the 

disk level. 

 File- The server that uses the storage must have software installed on it in order to enable 

file-level usage. 

Memory Virtualization 

It introduces a way to decouple memory from the server to provide a shared, distributed or 

networked function. 
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It enhances performance by providing greater memory capacity without any addition to the 

main memory. That’s why a portion of the disk drive serves as an extension of the main 

memory. 

Implementations – 

Application-level integration – Applications running on connected computers directly 

connect to the memory pool through an API or the file system. 

 

Operating System-Level Integration – The operating system first connects to the memory 

pool and makes that pooled memory available to applications. 

 

Software Virtualization 

It provides the ability to the main computer to run and create one or more virtual 

environments. It is used to enable a complete computer system in order to allow a guest OS to 

run. 

For instance letting Linux run as a guest that is natively running a Microsoft Windows OS (or 

vice versa, running Windows as a guest on Linux).  

Types: 

 Operating system 
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 Application virtualization 

 Service virtualization 

Data Virtualization 

Without any technical details, you can easily manipulate data and know how it is formatted or 

where it is physically located. It decreases the data errors and workload.  

Desktop virtualization 

It provides work convenience and security. As one can access remotely, you are able to work 

from any location and on any PC. It provides a lot of flexibility for employees to work from 

home or on the go. 

It also protects confidential data from being lost or stolen by keeping it safe on central 

servers. 

 

Virtualization in the cloud gives a simple method to set up new virtual servers, so you don't 

need to deal with a great deal of them. Monitoring where is everything – and how your 

physical resources are utilized for virtual resources – is vital, so look for arrangements that 

have simple to-utilize devices that assist you with estimating and monitor utilization. 

Virtualization is certifiably not an enchantment projectile for all. In any case, by and large, 

the productivity, proficiency, security and cost focal points exceed any issues, and 

subsequently, virtualization is ceaselessly picking up popularity. 
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SECURITY CHALLENGES AND RISKS  

This section investigates set of common vulnerabilities and risks of virtualization in cloud 

computing environments.  

1. User awareness: Cloud service clients are the weakest point in any information security 

since cloud service suppliers don't check the encompassing of their clients. Suspicious client 

records can offer assailants a chance to do any vindictive work without being recognized [3]. 

Besides, there are Attack vectors for different social engineering that an assailant may use to 

fool an unfortunate casualty into entering a pernicious site, and afterward access the client's 

computer. Starting here, it can monitor client activities and view indistinguishable data from 

the client sees and can take client certifications to validate the cloud service itself. Security 

mindfulness is a security worry that is regularly ignored. The abuse of open cloud services by 

clients regularly enables an aggressor to get to the system, so clients ought to find out about 

various potential Attacks and how to dodge them to guarantee that clients comprehend and 

accept their obligations. 

2. Insecure APIs: A  cloud-computing supplier gives infrastructure, software, and platform 

services to the clients and empowers them to get to the services through their interfaces. They 

structured their interfaces by means of the distributed application programming interfaces. As 

indicated by [4], APIs represent an assortment of security issues, for example, inappropriate 

approvals, powerless qualifications, and clear-content during transmission may influence the 

availability and the security of the cloud services.   

3. Lack of security policies: The association characterizes security arrangements to decide 

how to shield its advantages from any potential dangers and how to manage these situations 

when they happen. The security strategies of the cloud service supplier might be insufficient 

or incongruent with the security necessities of an association. Absence of security 

arrangements may represent a few vulnerabilities that lead to the shaky environment of VMs. 

From another side, VMs can be moved between physical environments as required. At the 

point when a VM is relocated or moved from the source host to another host, the goal host 

probably won't have enough security to ensure the VM [5]. Portable VMs need pattern 

accounts and security strategies to move with them. 
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4. Weak authentication and session management: Verification is the component to decide 

if a person or thing is the thing that or what it's identity is pronounced to be. Verification 

procedures secure the system against awful entertainers that take on the appearance of 

legitimate clients, designers, or administrator to peruse, erase, and change data. In a virtual 

environment, the verification instrument applies to both end clients and parts of the system. 

Inappropriately planned or actualized application capacities identified with confirmation and 

session the board may influence access and control strategy [6]. In addition, it empowers 

assailants to bargain keys, session tokens, or passwords and to exploit imperfections of other 

execution to expect different identities of clients. 

5. Incorrect VM isolation: The hypervisor is liable for guaranteeing separation between 

various VMs. The segregation between VMs keeps the VM from gains admittance to others' 

virtual plates, applications, or memory on a similar host [7]. Moreover, seclusion of VM 

limits the extent of the Attack. It makes get to resources, and sensitive data on the physical 

machine muddled. An infringement in separation happens when the aggressor utilizes an 

undermined VM for speaking with different VMs on a similar host [8]. In this way, a mutual 

environment requires an exact arrangement for keeping up solid confinement. 

6. Insecure VM migration/mobility: Live movement method is one of numerous points of 

interest of the virtualization, which empowers the application to be straightforwardly 

transmission starting with one host machine then onto the next without stopping the VM [9]. 

After movement, the application proceeds in execution without any loss of progress. The 

client is  ignorant his VM is relocated. The VM is moved by moving the VM's application 

with whole system state, including memory, the province of CPU, and some of the time circle 

to the goal have. Be that as it may, during movement, the aggressor may inactively take and 

snoop or effectively adjust secret information. In this way, the transmission channel must be 

ensured and verified against various latent and dynamic Attacks. 

7. Lack of reliability and availability of service: Issues that identified with the reliability of 

virtualization can influence the exhibition of cloud computing. The mix of numerous VMs 

may prompt execution issues. There are a few elements lead to execution issues, for example, 

limited CPU or I/O bottlenecks. These issues happen more in a virtual environment than the 

traditional environment on the grounds that in the virtual environment the physical server 

associated with various VMs that contend in getting to the critical resources. With numerous 



THINK INDIA (Quarterly Journal) 
ISSN:0971-1260 

Vol-22-Issue-2-April-June-2019 

P a g e  | 735 Copyright ⓒ 2019Authors 

 

services being based on cloud infrastructures, the disappointment may happen and prompts 

the absence of availability of web based applications and services. In a horrible atmosphere 

with much lightning, the electricity might be intruded on, which prompts an absence of 

availability of cloud services [10]. 

8. VM image sharing: VM picture is a pre-bundled software layout contains the designs 

records that are used to make VMs. Along these lines, the integrity of these pictures is crucial 

for the general security of services gave by the cloud supplier [11]. The clients of cloud 

computing can make their own VM picture without any preparation or can utilize the current 

pictures accessible in the common repository. The VM pictures give a simple method to 

conveying and reestablishing virtual systems productively and rapidly over various of 

physical servers [12]. Sharing VM pictures is an ordinarily utilized practice in a cloud 

environment as a fast strategy to make VM. Despite the fact that of these benefits or 

favorable circumstances, VM picture sharing presents a few dangers that thusly influence the 

security of the cloud. The malevolent client can exploit the regular repository to transfer a 

VM picture that contains malware. Consequently, the VM that started up by utilizing the 

transferred malignant VM picture will taint the cloud system. Moreover, the tainted VM can 

cause protection rupture when it is utilized to monitor the data and activities of different 

clients. 

9. VM di versity: Numerous IT undertakings conquer the issue of security by upholding 

homogeneity. In a virtual environment, VMs can facilitate increasingly proficient use models 

that get the benefit from executing more established or unpatched forms of the software. 

Thusly, it is anything but difficult to possess a wide scope of various operating systems to run 

more seasoned or unpatched forms of software. Tragically, VM diversity may turn into a 

cesspool of tainted machines when they are not verified. VM diversity may cause huge issues 

as one need to look after patches, give other insurance to a diversity OSs, and adapt to the 

hazard presented by having various of unpatched or more established machines on the system 

[13]. 

10. VM transience: In a physical computing environment, clients possess at least one 

machines that are online more often than not, so it is in a steady state. Interestingly, in a 

virtualized environment, the machines can go back and forth from the system sporadically. 

This idea is called VM short life [14]. In this way, it is never in a steady state. In the event 



THINK INDIA (Quarterly Journal) 
ISSN:0971-1260 

Vol-22-Issue-2-April-June-2019 

P a g e  | 736 Copyright ⓒ 2019Authors 

 

that the computer is online more often than not, at that point it is increasingly helpless against 

be Attacked, since the disconnected server can't be gotten to. Despite the fact that VM 

temporariness limits the opportunity that an aggressor can exploit to infiltrate the system, it 

makes security audits and upkeep additionally testing since machines must be associated 

online when they are examined or fixed. A fluctuating environment is progressively inclined 

to a continuing contamination on the grounds that tainted VMs can contaminate other 

defenseless machines, and can go disconnected before recognition.  

VULNERABILITIES OF VIRTUALIZATION SOFTWARE:  

As it is discussed in [SLR1] each virtual machine has its own virtual resources such as I/O 

ports, DMA channels and etc. These guest virtual machines can be run on any types of 

operating systems because of the features of Hypervisor. For example, in VMware 

technology the Hypervisor that is called “VMware Virtualization Layer” can host multiple 

virtual machines with sharing system resources such as CPU, memory, network driver and 

hard disk. Due to complexity and broad range of Hypervisor capabilities there are some 

vulnerability against Hypervisor. 

 

overview of virtualization environments 

As it is contended by Gurav et al. there are some vulnerability that have been found in the 

virtualization software. These vulnerabilities can be exploited by the noxious client for 

accessing the system. For instance, the vulnerability in Microsoft Virtual PC and Microsoft 

Virtual Server could be exploited so as to run a malignant code on the host or visitor 

operating system. The other model is a vulnerability that was found in VMware which gives 

clients read and writes access to the system have record. Gurav et al. talked about that 
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customers are not ready to ensure the virtual environments by their own. Cloud suppliers 

attempt to make their environment verify and have the base danger of security attacks. 

Consequently, there is a need of clear specialized arrangement that ensures the confidentiality 

and integrity of cloud services and it ought to be certain by the cloud clients. 

EFFECTS OF VIRTUALIZATION ON INFORMATION SECURITY:  

Li et al. contended about the impacts of virtualization on information security [SLR1]. There 

are numerous issues that should be settled so as to adjust and execute virtualization. In 

addition, virtualization brings new examples of information security. For example, 

Christodorescu et al. arranged a cloud security monitoring system that can be introduced on 

the virtual machines and monitor the cloud environment from the outside without realizing 

the visitor operating system. Security concerns are one of the most significant and testing 

issues of virtualization. As per the most recent researchers, ISO/IEC 27001 standard is one of 

the security principles that can be utilized for assessing of information security proportions of 

virtualized environments. For understanding the impacts of virtualization on information 

security, a survey was structured by Shing-Han Li et al. The survey depended on 3 sections: 

individual information, organization information and questions adjusted from the 32 qualified 

ISO/IEC 27001 controls concerning the virtualized information environment and information 

security. The aftereffect of the examination demonstrates that utilizing virtualization in 

organizations may be valuable for information security. For the gadgets, IT and vehicle 

ventures utilizing virtualization effectsly affects information security in the part of physical 

and environmental security. For IT and vehicle enterprises, virtualization has critical impact 

on information security in the part of access control. For IT industry experts and IT 

supervisors, virtualization has noteworthy impact on information security in the part of 

correspondence and activity the board while for development and upkeep; virtualization 

doesn't altogether impact information security. 

CONCLUSION 

There is a lot of opportunity to improve and upgrade the highlights for this research issue of 

virtualization security in cloud service environment. In this strategy are making some number 

of virtual examples for each virtual machine by keeping away from the virtual machines 

legitimately include in preparing. At whatever point some errand is allocated to a virtual 
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machine, that virtual machine can't process that solicitation, rather it makes a couple of 

occurrences of the equivalent virtual machine and enable one of the cases to process that 

solicitation for the benefit of it. The usage of the resources is extremely less. To stay away 

from inactive occasions of the occurrences thus resources, we may go for this system, 

improve the usage and accelerate the handling. Rather than permitting just one case of the 

virtual machine to process the solicitation, it is smarter to isolate the solicitation (work to be 

prepared) in to a few number of modules equivalent to the quantity of cases made for a 

virtual machine, give one module for each case and enable them to begin process at the same 

time. In this situation we are permitting every single virtual occasion of the virtual machine to 

perform preparing at the same time, along these lines keeping away from the wastage time of 

the resources distributed to occurrences thus we dodge the inactive occasions of virtual 

examples by performing parallel processing. This is how we can improve the utilization of 

the resources allocated to virtual instances and speeding up the processing. 
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