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ABSTRACT

Opportunistic networks is a new and fast emerging paradigm, spontaneously formed by mobile devices
equipped with short range wireless technologies such as Bluetooth, WiMax, and can communicate with other
devices with in short range. Unlike other delay tolerant networks such as mobile Adhoc networks, nodes in
opportunistic networks follow Store, Carry and Forward mechanism to enable communication with other
nodes. Further, a fixed path between the source and destination never exists. Neighbor discovery, connection
establishment and data dissemination are challenging tasks in these networks due to frequent disruption of
communication links and topology changes. The characteristics of these networks are high mobility of nodes,
limited power, low density and long communication delays. These nodes suffer from different kinds of attacks
by suspicious nodes making them more complex and challenging networks. Security issues such as
confidentiality of data, routing security, cooperation, non-repudiation, access control, availability,
authentication and trust management are to be exclusively addressed so as make these networks reliable.
This paper discusses various routing protocols in opportunistic networks, types of security attacks, their
mitigation strategies and the necessity of further enhancements.

Index Terms: Opportunistic Networks, store-carry-forward, delay tolerant networks, data dissemination,
security issues.

I. INTRODUCTION

Opportunistic networks are a type of delay tolerant networks [1] and are also called as intermittently
connected networks as a fixed path between the source and destination nodes does not exist and these links
are often subject to disruption. Opportunistic networks are Self-organizing infrastructure less Mobile
networks where routes are built dynamically and the process of exchanging and forwarding of messages is
done in a node-by-node manner basing on the forwarding opportunities that exist in the network. The nodes
store data for longer time and forward it only to the best node available which has the maximum probability
of forwarding the message to the destination using store, carryand forward paradigm.

People carrying mobile devices (such as mobile phones, personal computers, PDA etc.,) enable spontaneous
formation of opportunistic networks as these devices are equipped with wireless technologies such as
WiMax, Bluetooth etc. [2], that communicate with nodes with in short distance without relying on any fixed
network topology. The characteristics of opportunistic networks such as high mobility of nodes, frequent
link disruption, limited power, low density, long communication delays, no end-to-end connectivity, etc
make these networks more challenging and unique from other delay tolerant networks such as MANETS.

In MANETS a  fixed communication link is established for forwarding of messages through the
intermediate nodes. Unlike MANETS message passing in opportunistic networks is through the opportunistic
contacts established among the mobile nodes, where a fixed message routing path is not available. Nodes in
Opportunistic networks, without possessing or acquiring any information about the network topology,
exhibit a One-hop wireless message communication scheme, where the exchange of messages is only
between the directly connected nodes. The nodes in Opportunistic networks include heterogeneous wireless
communication devices like Wi-Fi, Bluetooth, satellite communication etc. [2].

The mobility of nodes creates contact opportunities between the nodes that are otherwise disconnected.
Figure 1 shows the contact opportunities established through node mobility between the source S and
destination D nodes in Opportunistic networks. The communication link between the source and destination
nodes is not a direct path at any time. Data is delivered from source to destination via the intermediary nodes
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using store, carry and forward mechanism. In Figure 1(a) at time t1, the source node identifies node 1 as the
nearest node and forwards the message; in Figure 1(b) at t2 > t1, node 1 chooses node 3 and forwards the
packet; in Figure 1(c) at t3>t2 node 3 chooses node 4 and forwards the message to node 4 and in Figure 1(d)
at t4 > t3, node 4 forwards the packet to node D.
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Figure 1(a), (b), (c), (d): Taxonomy of Opportunistic routing due to node mobility

I1. APPLICATION AREAS OF OPPORTUNISTIC NETWORKS

The application areas of Opportunistic networks are the places with lack of communication infrastructure,
bad network environment and emergency incidents. As a new networking paradigm, Opportunistic networks
application areas [2] include, Zebra Net-wildlife areas to track animal migration, emergency situations,
Search and Rescue systems, under water projects. Other Diverse Applications include Agriculture,
Environment, Healthcare, Manufacturing, Surveillance, and Transportation.

This paper, provides an outline of the routing and data dissemination methods, Vulnerabilities and security
issues in Opportunistic Networks and current approaches that mitigate these issues.

I1l. ROUTING PROTOCOLS

The traditional Routing protocols cannot be applied to Opportunistic networks as there is no fixed route
between the source and destination nodes. Hop by Hop, messages are forwarded to the destination node with
the help of intermediary nodes. It is apparent that, the store, carry and forwarding mechanism to route the
messages among the nodes depends up on the contact opportunity that arise as the nodes are mobile [3]. The
node holding the data must intelligently take the decision of choosing the next suitable node for forwarding
of messages basing on the criteria of the employed protocol [4]. The routing protocol must therefore
perform the following functionalities to forward the messages to the next node.

1. Neighbour discovery: A node must identify or discover other nodes in its neighborhood to start
collaboration. The collaboration can be an active collaboration in form of user notification or passive
collaboration by the execution of a data sharing protocol. A node in the network must be able to discover
the other nodes with which a direct communication link can be established.

2. Route establishment and Data dissemination: After neighboring nodes are identified, using the routing
algorithms connection is established to disseminate data i.e., Information is distributed among nodes in
the network.

Various protocols for routing and data dissemination techniques [5] have been proposed for efficient delivery
of data. Figure 2 shows the classification of various routing algorithms in opportunistic networks basing on
how data is disseminated to the destination. These algorithms can be broadly classified into two categories as
Flooding-based routing approach and Forwarding-based routing approach.

1. Flooding based Routing protocols: These protocols simply flood the data to all the nodes within the
contact range. In this way multiple copies of the message are quickly forwarded throughout the network
and also have a high probability of reaching their destination. Examples of these protocols include
Epidemic Routing [6], Spray and wait [7], Network Coding based routing [8], etc. These protocols incur
significant demand on both bandwidth and buffer.
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2. Forwarding based Routing Protocols: - These are Single copy routing protocols, in which the forwarding
decisions are made to choose the best next node that has the highest probability of forwarding the data
towards the destination.

These forwarding based Protocols are further classified as:-

a) Content based routing protocols: As the name suggests, Content centric networks, request and route data
based on the content and is not concerned with the sender or the receiver. They allow the user to focus
on the data they want rather than having to specify a location of the data. The content centric approach
uses a generic publish/subscribe scheme for data dissemination. Examples of such protocols include
PodNet [9], Propicman [10], Content place [11], Repository based data dissemination [12], Interest
awareness in data dissemination [13] etc.

b) Context based routing protocols: Context-based routing protocols identify the next suitable hops by
exploiting the context information on which the nodes are working. Each next hop is selected by
considering the utility factor of that node. Each node maintains the utility value obtained by its
association with all the other nodes in the network [1]. These techniques reduce messages duplication
but increase the delay in delivering the message and the cost to update and hold the utility values at each
node is an additional overhead [14].Examples of these protocols include Context-aware routing[15],
Moby Space[16] etc.

c) Social-Context based Routing protocols: The method of forwarding the messages by Social-Context
based routing protocols is through exploiting the context information and the social contacts of the nodes
as a decision parameter. The social contacts of a node are the information related to a group and also its
history of social relationships [4]. Examples of these protocols include Bubble Rap [17], HiBop [18],
Socio-Aware [19],etc.
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FIGURE 2: CLASSIFICATION OF DATA DISSEMINATION TECHNIQUES AND ALGORITHMS
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IV. VULNERABILITIES IN OPPORTUNISTIC NETWORKS

The characteristics of Opportunistic networks expose them to a number of vulnerabilities making security a
serious concern in this type of networks. Following are some of the Vulnerabilities in opportunistic
networks:-

1. Unauthorized access:- Due to the absence of centralized management, identifying the attacks from
unauthorized access[20]-[21] is very difficult . As the network resources in opportunistic networks are
very scarce, unauthorized access to such resources leads to performance degradation of the networks.

2. Confidentiality:- Opportunistic networks follow store,carry and forward mechanism , where data travels
through the intermediary nodes, stored, carried and on identifying a suitable node data is forwarded .
Data in these networks is highly exposed to possibility of an intermediary node saving a copy of the
information or disclosing the information before forwarding. Confidentiality [20] in opportunistic
networks must ensure that information cannot be accessed by unauthorized nodes.

3. Integrity:- Integrity[20] in opportunistic networks must ensure that data is not modified or incorrect data
is not induced by the intermediate nodes during the data forwarding process.

4. Resources:- The availability of resources[20] such as Storage, Communication link ,Band width, Power
Supply etc are limited in these networks and are vulnerable to attacks such as resource depletion attacks.

5. Privacy:- Privacy preservation[20] is a challenging task in these type of networks as the information is
often stored in the intermediary nodes . Accessing of Location privacy, ldentity privacy, Communication
Privacy or other sensitive data by the intermediate nodes pose threat to User privacy .

6. Dynamic Topology:-As a fixed path between the source node and the destination node cannot be
established before forwarding the messages and the transfer of these messages is done on a node-by-
node basis, identifying malicious nodes, selfish nodes or compromised nodes[22] is difficult in
opportunistic networks.

7. Trust and Cooperation:-Nodes in opportunistic networks often join and leave the network and messages
are stored in the intermediary nodes, a need for a novel mechanisms that resist the malicious nodes from
unauthorized access and ensure trust and cooperation[20] between the nodes is emphasized .

8. No Network boundary:- Due to the mobility of nodes there is no defined physical boundary[23] for
these networks and nodes frequently join and leave the network. Whenever a node comes into the radio
range of other nodes it will be able to communicate with that node, leading to a number of attacks such
as, Message tampering, Impersonation, Denial-of-Service etc.

V. SECURITY ATTACKS IN OPPORTUNISTIC NETWORKS

The characteristics of opportunistic networks emphasize Security as one of the prime concerns. Various
Security mechanisms must be enforced to keep the network free from these attacks especially in the areas
vulnerable to severe attacks. Attacks in opportunistic networks can be identified as internal attacks and
external attacks. Internal attacks are caused by the nodes that are within the same network or part of the
domain and these types of attacks have more impact as internal nodes have complete knowledge about the
network resources. On the other hand, external attacks are experienced from the nodes outside the network
and have less impact on the network as these nodes have inadequate information about the network resources
[2]. The following are the various security threats that degrade the performance of opportunistic networks.

1. Syhbil attack: - The suspicious node creates a numerous false Ids [2] to establish communication with its
neighboring nodes and drops the received packets and the identification of such nodes is also difficult.

2. Packet dropping attack by selfish nodes: - Selfish nodes [24] are the nodes that do not forward messages
to another node but uses network services. Due to scarce availability of resources such as battery and
storage, nodes behave selfishly and avoid cooperating with other nodes.
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Fake packet injecting attack: - This attack is commonly used in Denial of service attacks and man in the
middle attacks where an unknown or malicious node tries to inject fake packets in to the network or
between the nodes that are communicating, which leads to blockage or degradation of network services.
Forged packets [25] are accepted by the nodes as there structure of the message received is formally
correct.

Black hole attack: - In this attack[2]-[26] the suspicious node announces that it has the best possible
route to forward the data to the destination node and when it receives the data from its neighbor it
silently drops the packets or discards them without forwarding.

Worm hole attack: - In this attack [2] the suspicious node records packets of data at a specific location on
the network and forwards these packets to other locations and retransmits them from that locations.

. MITIGATION TECHNIQUES

Sybil Attack: - In Sybil attack the suspicious node creates numerous false identities and drops the
receiving packets [2]. In [27], the defense mechanisms against Sybil attacks are proposed, that validates
each node identity either by direct or indirect methods for node validation. In direct method of node
validation each node mutually tests whether the other node is valid or not. In indirect method of
validation, already verified nodes are allowed to verify the other nodes in the network. In [28], Trusted
Certification, RSSI based scheme and incentive based mechanisms are discussed.

Packet Dropping Attack: - In this type of attack the suspicious node drops packets intentionally which it
receives from the other nodes. Several mechanisms are proposed to detect such type of attacks in the
networks. In [24], multipath routing, multipath data forwarding, network coding, ferry based trusted
monitoring, anti-localization mechanisms are discussed and also presents a new mechanism in which the
intermediate nodes identify the suspicious node that attempts to drop packets instead of source and
destination nodes only.

Fake packet injecting Attack: - In this type of attack the malicious node tries creates false packets and
injects these packets in to the network, which leads degradation of network services. As the structure of
these packets is correct the nodes in the network receive these packets. In [25] a node-by-node source
authentication scheme is discussed and also a new forwarding mechanism, on-demand and node-by-node
source authentication and forwarding (SAF) protocol is proposed for forwarding the packets.

Defense against Black hole attacks:- In this attack the suspicious node attracts its neighbor nodes by
announcing that it has the best route and when it receives the data from its neighbor it drops the packets
without forwarding. In [25] ,mechanisms to defense against black hole attacks such as Packet exchange
record mechanism, cluster based detection scheme, ferry based detection method, improved ferry based
detection methods are discussed and also a new solution to mitigate black hole attacks using between-
ness metric is proposed.

Defense against Worm hole attacks: - In this attack the suspicious node redirects the packets to other
locations and replays them from that location. In [2], defense mechanisms such as packet leash
technique, Geographical leash technique, temporal leash techniques are discussed. A new method for
detecting and isolating the worm hole attack which is a modification to the ad hoc on-demand distance
vector protocol is also discussed.

VII. CONCLUSION

Opportunistic networks are a type of delay tolerant networks where a fully connected path between source
and destination does not exit at any time. They are also referred to as intermittently connected networks
where data is forwarded using the use store, carry and forward mechanism on a node-by-node basis until a
suitable contact opportunity arises. The characteristics of these networks such as high mobility of nodes, no
fixed infrastructure, highly dynamic topology etc exposes them to different types of security risks.
Opportunistic networks have a wide a range of applications but also suffer from various vulnerabilities. In
this paper an attempt is made to outline the basic concepts in opportunistic networks, various routing and
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data dissemination protocols. Vulnerabilities caused by the characteristics of these networks are briefed
along with the various mitigation strategies. Further, the impact of Packet dropping and fake packet
injecting attacks in content based data dissemination protocols and the defense mechanisms against these
attacks are to be extensively addressed to provide a more secure and reliable networks, protecting them from
various internal and external attacks.
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