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Abstract
Information security is an important area of research and study that is gaining importance with passage of
time. The main objective of information scurity is to secure the information from all kinds of threatsand

attacks. Many kinds of techniques have been invented to scure the information and the most popular
among them is steganography [1]. Although in steganography [1] the text is snt to the destination in a

very secured and hidden form as no one find out the exisence of message, apart from sender and intended
receiver. In Steganography, we compare two methods of plain text transmission-Text steganography
&Image steganography according to their performance [2][3]. Hence in this paper, a new approach has

been adopted to compare text geganography and image steganography[2][3].
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1. Introduction
This paper's focus is on a relatively new field of study in Information Technology known as

Steganography. This paper will take an in-depth look at this technology by introducing the reader to
various concepts of Seganogaphy, a brief higory of Seganogaphy and a look at some of the

Steganographic techniques available today. The paper will cloe by looking at how we can us
Steganography in an open-systems environment such as the Internet, as well as some of the tools and
resources available to help us accomplish this. Seganography or Sego, as it is often referred in the IT
community, literally means, “covered writing" which is derived from the Greek language. Steganography
is defined by Markws Kahn [4] as follows "Seganogaphy is the art and science of communicating in a
way which hides the existence of the communication. In contrast to Cryptography, where the enemy is
allowed to detect, intercept and modify messages without keing able to violate certain security premises
guaranteed by a cryptosysem, the goal of Steganography is to hide messages inside other harmless

messages in away that does not allow any enemy to even detect that there isa second message present”.
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2. Goal of Steganography

Steganographic technologies will play a very important role in future of Internet security and privacy on
open sysems swch as the Intemet. Steganographic research is primarily driven by the lack of strength in
the cryptographic systems and the desire to have complete screcy in an open-systems environment. This
is where Steganography comes in. Steganography can be used to hide important data inside another file so
that only the parties intended to et the message, knows a secret message exists. To add multiple layers of
security and to help subside the "crypto versws law" problems previously mentioned, it is a good practice
to ue Oyptography and Seganogaphy together. The goal of steganography is to transmit a message
through some innocuous carrier i.e. text, image, audio and video over a communication channel where the
existence of the message is concealed. Seganography is one of the information hiding techniques and
which can be categorized into linguistic steganography and technical steganography. Linguistic
steganography cefined by Chapman as “the art of wing written natural language to conceal secret
messages’. A more specific definition by Krista Bennet in explaining linguistic seganography as a
medium which required not only the seganographic cover that is composed of natural language text, but
the text itself can ke either generated to have a cohesive linguigtic structure, or the cover text that begin
with natural language. On the other hand, technical steganography is explained as a carrier rather than a
text which can be presented, as any other physical medium suwch as microdots and invisible inks. The
principle of information hiding is pioneered and documented in 1972, whereby Parnas designed a software
system and each module’s “interface of cefinition was chosen to reveal as little as possible about its inner
workings”. Many researchers are trying to carry out research by applying this concept in information
hiding There are three aspects in information hiding sysems contend with each other: capacity, security
and robustness. Capacity refers to the amount of information that can be hidcen in the medium, whereas
security is important when a scret communication is kept keing secret and uncetectable by eavesdroppers.
Lastly, robusness can ke explained as the amount of modification the stegpmedium can withstand before

an adversary can desroy hidden information.

3. Plain Text Transmission Type

A. Text Steganography:
Documents themselves can hide information: document text can conceal a hidden message through the use
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of null ciphers (unencrypted messages), which Camouflage the real mesage in an innocent-sounding
missive. Open coded messages, which are plain text passages, “sound” innocent because they purport to be
about ordinary occurrences. Because many open-coded messages don’t ssem to be cause for suspicion, and
therefore “sound’ normal and innocent, the suspect communications can ke detected by mail filters while

“innocent” messages are allowed to flow throughl. For example, the following nullcipher message was
actually snt by a German spy WWII[5]:

Apparently neutral’s protest is thoroughly discounted and ignored. Isman hard hit Blockade issue affects
pretext for embargo on by-products, ejecting suet’s and vegetable oils.

Decoding this message hy extracting the second letter in each word reveals the following Hidden message:
Pershing sails from NY June 1.

Document layout may also reveal information. Documents can ke marked and identified by modulating the
position of lines and words[6]Message detection improved with the development of new technologies that
could pass more information and be even less conspicuous. TheGermans developed microdot technology,
which FBI Director J. Edgar Hoover referred to as “the enemy’s masterpiece of espionage.”[5] Microdots
are photographs the size of a printed period having the clarity of sandard-sized typewritten pages, which
permits the transmission of large amounts of data, including drawings and photographs.[5] With every
discovery of a message hidden with an exising application, a new seganogaphic application is keing
devised. Old methods are given new twisgs. While drawings have often been used to conceal or reveal
information, computer technology has in fact, sparked a revoluion in such methods for hiding messages.
Space limitations prevent further dscussion here. For more information on techniques for hiding
information, see Peter Wayner’s Disappearing Cryptography.[5]Now we describe different method of Text

Steganography and compare with respect to their scurity level & how conveniently their method used.

B. Image Steganography:

There are many applications for techniques that embed information within dgital images [7]. The dispatch
of hidden messages is an obvious function, hut today’s technology stimulates even more sultle uses. In-
band captioning, swch as movie subtitles, is one suwch use where textual information can be embedded
within the image. The ability to deposit image creation and revision information within the image provides
a form of revision tracking as another possible application of dgital steganography. This avoids the need
for maintaining two separate media, one containing the image itself and one containing the revision data

A block diagram of a generic blind image steganographic sysem is depicted in Fg.l. A message is
embedded in a dgital image by the Stegno sysem encoder, which uses a key or pasword [7]. The resuting
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Stegno image is transmitted over a channel to the receiver, where it is processed by the Stegno system
decoder using the same key. Duing transmission, the Stegno image can be monitored by wnintended
viewers who will notice only the transmittal of the innocuous image without discovering the existence of
the hidden message. Within the past few years there has been a surge of research in the area of dgital
image steganography. A maority of the work in the area has keen performed on invisible dgital
watermarking. This thrust can be attributed to the desire for copyright protection, spurred by the widegpread
use of imagery on the Internet and the ease in which a perfect reproduction of a digital image is obtained.
The objective of digital watermarking is to embed a signature within a dgital image to signify orign or
ownership for the purpose of copyright protection. Once added a watermark must be resistant to removal

and reliably detected even after typical image transformations such as rotation, trandation, cropping and

quantization.
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Figure 1: Overview of Steganography System
C. Still Imagery Steganography

The most widely used technique today is hiding of secret messages into a digital image. This
stecanography technigue exploits the weakness of the human visual system (HVS) [9]. HVS cannot cetect
the variation in luninance of color vectors at higher frequency side of the visual spectrum. A picture can
be represented by a collection of color pixels. The individual pixels can be represented by their optical

characteristics like 'brightness, '‘chroma' etc. Each of thes characteristics can e dgitally expressed in
terms of 1sand Os.

For example: a 24-bit bitmap will have 8 bhits, representing each of the three-color values (red, green, and
blue) at each pixel. If we consider just the blue, there will be 28 different values of blue. The dfference

between 11111111 andl1111110 in the value for blue intensity is likely to be undetectable by the human
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eye. Hence, if the terminal recipient of the data is nothing but human visual system (HVS) then the Least
Significant Bit (LSB) can be used for something else other than color information.

This technique can be directly applied on digital image in bitmap format as well as for the compressed
image format like PEG In JPEG format, each pixel of the image is digitally coded wsing discrete cosine

transformation (DCT). The LB of encoded DCT components can be used as the carriers of the hidden
message. T he details of above technigques are explained below.

1. Modification of LSB of a cover image in ‘bitmap' format [10]

In this method binary equivalent of the message (to be hidden) is digributed among the LSBs of each
pixel. For example, we will try to hide the character ‘A’ into an 8-bit color image. We are taking eight
consecutive pixels from top left corner of the image. The equivalent binary bit pattern of those pixels may
be like this: -
00100111 11101001 11001000 00100111 11001000 11101001
11001000 00100111
Then each hit of binary equivalence of letter ‘A" i.e. 01100101 are copied serially (from the left-hand side)
tothe LSB's of equivalent hinary pattem of pixels, resulting the bit pattern will become like this: -

1. 00100110 11101001 11001001 0010011011001000 11101001

11001000 00100111
The only problem with this technique is that it is very vulnerable to attacks such as image compression
and formatting.

2. Apply of LB technigque during discrete cosine transformation (DCT) [11] on cover image

The following steps are followed in this case: -

e The Image is broken into data wnits each of them consists of 8 x 8 block of pixels.

e Working from top-left to bottom-right of the cover image, DCT is applied to each pixel of each
data wnit.

e After applying DCT, one DCT Coefficient is generated for each pixel in data unit.

e Each DCT coefficient is then quantized againg areference quantization table.

e The LSB of binary equivalent the quantized DCT coefficient can ke replaced by a bit from secret
message.

e Encoding is then applied to each modified quantized DCT coefficient to produce compressed
Stego Image.
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Figwe 2: Example of still imagery steganography. Left hand side image is the original cover image,
whereas right hand side does emhbed atext file into the cover image make the stego image.

D. Audio and Video Steganography[11,12,13]

In audio steganography, secret message is embedded into digitized audio signal which resut dight altering
of binary sequence of the corresponding audio file. There are sveral methods are available for audio

steganography. Some of them are as follows:

1. LSB Coding:

Sampling technigue followed by Quantization converts analog audio signal to digital binary sequence.

Ay

I."'-L_;"'; ”:l /

Figue 3: Sampling of the Sine Wave followed by Quantization process.

In this technique LSB of binary sequence of each sample of digitized awdio file is replaced with hinary
equivalent of secret message.

Table 1:For example if we want to hide the letter ‘A’ (binary equivalent 01100101) to an dgitized audio
file where each sample is represented with 16bits, then LSB of 8 consecutive samples (each of 16 bit size)
is replaced with each hit of binary equivalent of the letter *A’.
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Sampled Audio Stream (16 bit) | A" in | Audio stream with
binary [ encoded message
1001 1000 0011 1100 0 1001 1000 0011 1100
1101 1011 0011 1000 1 1101 1011 0011 1001
1011 1100 0011 1101 1 1011 1100 Q011 1101
1011 1111 OO11 1100 0 1011 1111 Q011 1100
1011 1010 01111111 0 1011 1010 Q111 1110
1111 1000 0011 1100 1 1111 1000 Q011 1101
1101 1100 0111 1000 0 1101 1100 0111 1000
1000 1000 0001 1111 1 1000 1000 0001 1111

2. Video Steganography

Establishing hidden communication is one of the security areas which is attract more attention in recent
years kecawse of rapid growth of the Internet and expansion of communications. One of the main and
relatively new hidden communication methods is steganography. In steganography the data are hidden in a
cover media so that other persons will not notice that such data is there. This is a major dstinction of this
method with the other methods of hidden exchange of information such as cryptography. Steganography is
mainly applied to meda such as images, text, video clips, music and sounds [8]. MMSiis a technology that
allows a user of a properly enabled mobile phone to create, send, receive and store messages that incluce
text, images, audio and video clips the name of such a technique cerives from the Greek language, and it
literally means “covered writing”. The basic idea is that none could gather that a document is hidng a
secret, while the receiver can securely extract the secret from the carrier, or cover, message.

The lightweight or feasible seganography is made by means of the exclwsive use of a Smartphone.
Because the actual smart phones are equipped with a camera, they locally store the photos and they have
some power of computation.

The screens of swch small devices are wually few hundred pixels per sice, and can display, at the bed,
several thousand colors. The CPU of smart phones are rarely equipped with floating point co—processors
and operates at a frequency that is orders of magnituce smaller with respect to the PCs. Moreover, the
onhoard RAM of the smart phones is orders of magnitude smaller than the one into the PCs. In the next
section we present the main ideas of the seganography.

The most important issues in steganography are: security, payload, and robustness. The security of the
stecanography means that the hidden contents has to ke “invisible” both perceptually and statistically, i.e.

an eavesdropper cannot detect the presence of a scret by using any accessible means.
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4. Performance Analysis
Table 2. Analysis on the basis of advantage and disadvantage

Method Advantage Disadvantage

Text Suitable for highly confidential [ Not easy to develop.
steganography | data.

Image Easy to cevelop &bu has to take| It image i1s Iittle distorted /change in colour
steganography | utmost care while implementing the | brightness, then easy to intrude.

Same.

5. Conclusion

We have explored the limits of text & image Steganography, both theory and practice. We started by
outlining several techniques both ancient and modem. We, then dscussed a few possible approaches to
theory of the subject. Text steganography and image seganography each are capable to hide data, it is
related to content of text and how steganography is applied. Text steganography is difficult to implement,

however Image seganography can easily ke compromised if not implemented in the right way.
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